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Velkommen til årsmøte i BORETTSLAGET CARL BERNER TERRASSER

Innkallingen inneholder alle sakene som skal behandles på årsmøtet. Styret håper du leser gjennom heftet og 
viser din interesse ved å delta på årsmøtet.

Digital avstemning:

Avstemningen åpner 27. juni kl. 20:00 og lukker 30. juni kl. 20:00.

Du finner avstemningen på:

https://vibbo.no/5546

Hvordan deltar du digitalt?

 •  Du får en link via SMS.

 •  Du kan også finne møtet ved å gå inn på vibbo.no

 •  Du kan se gjennom sakene som skal behandles, komme med spørsmål og avgi din stemme.

 •  Viktig: Juridiske eiere (firmaer) som ønsker å delta i årsmøtet, må gjøre det gjennom en boligforvalter. Kontakt 
OBOS support i god tid for å få lagt til boligforvalteren.

Hvem kan stemme på årsmøtet?

 •  Alle eiere har rett til å stemme på årsmøtet.

 •  En stemme avgis pr. eierandel.

Hvordan stemme hvis du ikke kan delta digitalt?

Dersom du ikke kan delta digitalt, må du benytte analog stemmeseddel som er vedlagt i innkallingen. Dette må 
gjøres innen avstemningen lukkes.

Saker til behandling

1. Valg av møteleder

2. Valg av protokollvitner

3. Godkjenning av møteinnkallingen

4. Årsrapport og årsregnskap

5. Avretting av garasjedekke for å forhindre vannintrenging i bodareal

6. Seksjonering av andel 228

7. Seksjonering av andel 160

8. Seksjonering av andel 155

9. Fastsettelse av honorar

10. Fastsettelse av honorar til valgkomite

11. Valg av tillitsvalgte

Med vennlig hilsen,
Styret i BORETTSLAGET CARL BERNER TERRASSER
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Sak 1

Valg av møteleder

Krav til flertall: 
Alminnelig (50%)

Møtelederen sørger for at møtet blir avviklet etter lovens regler og er ansvarlig for at det føres protokoll. Hvis 
ikke årsmøtet velger en møteleder eller den foreslåtte møtelederen ikke blir valgt, er det styrets leder som etter 
loven er møteleder.

Forslag til vedtak 

Sondre K. Steigen fra OBOS er valgt.

Sak 2

Valg av protokollvitner

Krav til flertall: 
Alminnelig (50%)

Valg av to eiere til å signere protokollen.

Forslag til vedtak 

Sigurd Nygaard Wathne og Per Stian Magnerud Larsen er valgt.

Sak 3

Godkjenning av møteinnkallingen

Krav til flertall: 
Alminnelig (50%)

Det ble foreslått å godkjenne den måten årsmøtet er innkalt på.

Forslag til vedtak 

Møteinnkallingen godkjennes

Sak 4

Årsrapport og årsregnskap

Krav til flertall: 
Alminnelig (50%)

a) Godkjenning av årsrapport og årsregnskap
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b) Styret foreslår overføring av årets resultat til egenkapital. 

Forslag til vedtak 

Årsrapport og årsregnskap godkjennes. 

Vedlegg

1. 5546 Carl Berner Terrasser Brlaget.pdf

2. Årsregnskap 2024.pdf

3. Styrets beretning.pdf

Sak 5

Avretting av garasjedekke for å forhindre vannintrenging i bodareal

Krav til flertall: 
Alminnelig (50%)

Enkelte beboere sliter med vannansamling i bodarealene i garasjeanlegget. Dette er spesielt knyttet til perioder 
om vinteren når biler drar med seg store mengder snø inn i garasjen. Ettersom garasjeanlegget er bygget uten 
avløp fører dette til at snøen smelter og vannet samler seg i de laveste delene av garasjeanlegget.

Styret har vært i kontakt med flere entreprenører som har fått komme med forslag til løsning på problemet. 
Enkelte entreprenører som har vært på befaring har ikke ønsket å komme med tilbud da de ser den eneste 
fullgode løsningen som å legge nytt dekke i hele garasjeområdet - og denne kostnaden anses som alt for høy til 
at det er økonomisk gjennomførbart. 

Blant løsningene som er tilbudt finner styret kun ett alternativ som aktuelt, og det er at det avrettes og legges 
nytt dekke kun på enkelte problemområder for å lede vannet vekk fra bodene og mot midten av garasjen.  Denne 
løsningen har en estimert kostnad på mellom 400 000 og 500 000 kr ekskl. mva. 

 

Styrets innstilling

Problemet med vanninntrenging fra garasje til bodareal gjelder kun noen få beboere. Avretting ved de 
problemområder der vann samles i bodene er ikke noe styret anser som en fullgod løsning da det kun vil flytte 
vannet mot midten av garasjen.

Kostnadene forbundet med dette er også svært høye sett opp mot hvor få boder det er som sliter med denne 
problematikken. Styret ser det derfor ikke som hensiktsmessig å gjennomføre dette tiltaket.

Som et alternativ ønsker styret at de som har påvist problematikk med vannansamling i boden, tar kontakt med 
styret for muligheten til å bytte bod med en av utleiebodene, etter hvert som disse blir ledige. 

Forslag til vedtak 

Det gjennomføres ikke avretting av garasjedekket, og de berørte parter tilbys bodskifte etter hvert som 
utleiebodene blir tilgjengelig.  
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Sak 6

Seksjonering av andel 228

Forslag fremmet av: 
Christina Power Sjo

Krav til flertall: 
To tredjedels (67%)

Andelseier 228 ønsker å seksjonere leiligheten sin i to enheter, hybel 28kvm og hoveddel 52kvm, eller som to 
like store enheter på 40 kvm hver.

Det vises til til årsmøte 2020 og 2023 hvor dette tidligere er godkjent.

Andelseier leier i dag ut hybeldelen, men ønsker muligheten til å selge den.  Det er et stort behov for mindre 
boenheter i Oslo, og for borettslaget  gir det stabilitet at flere eier sin egen andel, i stedet for å leie.  Det bidrar 
trolig også til at disse beboerne føler et økt ansvar for å  ta vare på naboskap, uteareal, og fellesområder.

Ved en eventuell seksjonering vil leiligheten deles slik:

Alternativ 1:

• Andel 228: 52 kvm – Sinsenveien 9

• Ny andel: 28 kvm – Sinsenveien 9

Alternativ 2:

• Andel 228: 40 kvm – Sinsenveien 9

• Ny andel: 40 kvm – Sinsenveien 9

Felleskostnader, borettsinnskudd og fellesgjeld vil etter seksjonering fordeles på de to enhetene, etter andelens 
eksisterende fordelingsnøkkel delt på kvadratmeter. En forutsetning for seksjonering er at andelseier får 
kjøpe en av borettslagets utleieboder. Styret har lagt til grunn en årlig utleieverdi på 5600 kroner, og en 
kapitaliseringsrente på 4%. Av dette beregnes en kjøpesum til 140.000 kroner, som faktureres andel 202. 
Øvrige, nødvendige kostnader tilknyttet seksjoneringen dekkes av andel 202. Dette inkluderer blant annet 
(ikke uttømmende) ny postkasse, nye nøkkelbrikker, påløpte administrative omkostninger, etablering av egen 
strømmåler for hybeldel. Dersom forslaget godkjennes, vil andelseier ha to år på seg til å gjennomføre 
seksjonering før godkjenningen løper ut. Dersom seksjonering ikke gjennomføres, bortfaller også avtale om 
kjøp av bod. Faktiske, påløpte kostnader for borettslaget vil likevel viderefaktureres.

Styrets innstilling

Styret finner gode argumenter for å godkjenne seksjonering. Borettslaget har generelt veldig mye utleie. Styret 
vurderer at omgjøring av en eller flere utleiedeler til fullstendige andeler over tid vil føre til mindre inn og 
utflytting og bedre naboskap som følge av flere engasjerte andelseiere. Styret har gjennom årene fått flere 
lignende henvendelser om seksjonering fra andelseierne, og temaet har også tidligere vært oppe tilbehandling 
på generalforsamling. Dette er for så vidt ikke overraskende, da seksjonering har potensiale til åtilføre 
andelen(e) en betydelig verdiøkning, samlet sett. Dersom vi gir vår godkjenning og en av andelseierneklarer 
å «bevise» at seksjonering er gjennomførbart, er det nærliggende å tro at dette vil gjøre våre 60- og 
80m2 andeler mer ettertraktet i fremtiden. I tillegg vil vi kunne lære av erfaringene de to andelseierne gjør 
seg, slik at prosessen blir enklere for neste andelseier som ønsker å seksjonere sin andel.  Kostnadene 
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knyttet til saksbehandling og søknadsprosess hos Plan-og bygg ved seksjonering er for den gjeldende 
andelseier ikke ubetydelig, og dette har tidligere ført til at andelseiere som har fått innvilget seksjonering av 
generalforsamlingen i etterkant har avstått fra å gjennomføre prosessen fullt ut. I år er det tre andelseiere med 
identiske leiligheter som vil søke om seksjonering sammen, og slik kunne redusere kostnadene til den enkelte 
søker. Dette ser styret på som positivt da det øker sannsynligheten for gjennomføring. 

Ulempen ved å godkjenne seksjonering er at en av våre 73 utleieboder forsvinner. Det er til sammenligning 
176 utleiedeler. Følgelig vil det aldri være mulig å seksjonere ut samtlige utleiedeler, noe som sannsynligvis vil 
oppleves som urettferdigfor andelseier nummer 74 som ønsker å seksjonere sin andel. Styret vurderer likevel 
at denne ulempen kan minimeres ved at ledig bod overdras til markedspris, slik som foreslått. Videre er det, til 
tross for meget godt belegg, ingen fare for at vi går helt tom for utleieboder innen overskuelig fremtid. Merk at 
generalforsamlingens godkjenning ikke alene er tilstrekkelig for å kunne gjennomføre seksjonering. Andelseier 
må også få endelig godkjennelse til seksjonering hos Oslo Plan- og Bygningsetat, og slik godkjennelse er ikke gitt 
ved tidligere forsøk. Etter en eventuelt vellykket seksjonering vil andelseier sitte igjen som eier av to andeler. 
Dette er ikke tillatt, så minst en av andelene må selges innen kort tid.

Forslag til vedtak 

Seksjonering godkjennes

Sak 7

Seksjonering av andel 160

Forslag fremmet av: 
Mathias Iversen

Krav til flertall: 
To tredjedels (67%)

Andelseier 160 ønsker å seksjonere leiligheten sin i to enheter, hybel 28kvm og hoveddel 52kvm, eller som to 
like store enheter på 40 kvm hver.

Det vises til til årsmøte 2020 og 2023 hvor dette tidligere er godkjent.

Andelseier leier i dag ut hybeldelen, men ønsker muligheten til å selge den. Det er et stort behov for mindre 
boenheter i Oslo, og for borettslaget gir det stabilitet at flere eier sin egen andel, i stedet for å leie. Det bidrar 
trolig også til at disse beboerne føler et økt ansvar for å ta vare på naboskap, uteareal, og fellesområder.

Ved en eventuell seksjonering vil leiligheten deles slik:

Alternativ 1:

• Andel 160: 52 kvm – Sinsenveien 7

• Ny andel: 28 kvm – Sinsenveien 7

Alternativ 2:

• Andel 160: 40 kvm – Sinsenveien 7

• Ny andel: 40 kvm – Sinsenveien 7
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Felleskostnader, borettsinnskudd og fellesgjeld vil etter seksjonering fordeles på de to enhetene, etter andelens 
eksisterende fordelingsnøkkel delt på kvadratmeter. En forutsetning for seksjonering er at andelseier får 
kjøpe en av borettslagets utleieboder. Styret har lagt til grunn en årlig utleieverdi på 5600 kroner, og en 
kapitaliseringsrente på 4%. Av dette beregnes en kjøpesum til 140.000 kroner, som faktureres andel 160. 
Øvrige, nødvendige kostnader tilknyttet seksjoneringen dekkes av andel 160. Dette inkluderer blant annet 
(ikke uttømmende) ny postkasse, nye nøkkelbrikker, påløpte administrative omkostninger, etablering av egen 
strømmåler for hybeldel. Dersom forslaget godkjennes, vil andelseier ha to år på seg til å gjennomføre 
seksjonering før godkjenningen løper ut. Dersom seksjonering ikke gjennomføres, bortfaller også avtale om 
kjøp av bod. Faktiske, påløpte kostnader for borettslaget vil likevel viderefaktureres.

Styrets innstilling

Som forslag 8. Seksjonering av andel 228. Generalforsamlingen må påse at de andelseierne med de identiske 
forslagene ikke forskjellsbehandles. 

Forslag til vedtak 

Seksjonering godkjennes

Sak 8

Seksjonering av andel 155

Forslag fremmet av: 
Stein-Helge Eide

Krav til flertall: 
To tredjedels (67%)

Andelseier 155 ønsker å seksjonere leiligheten sin i to enheter, hybel 28kvm og hoveddel 52kvm, eller som to 
like store enheter på 40 kvm hver.

Det vises til årsmøte 2020 og 2023 hvor dette tidligere er godkjent.

Andelseier leier i dag ut hybeldelen, men ønsker muligheten til å selge den. Det er et stort behov for mindre 
boenheter i Oslo, og for borettslaget gir det stabilitet at flere eier sin egen andel, i stedet for å leie. Det bidrar 
trolig også til at disse beboerne føler et økt ansvar for å ta vare på naboskap, uteareal, og fellesområder.

Ved en eventuell seksjonering vil leiligheten deles slik:

Alternativ 1:

• Andel 155: 52 kvm – Sinsenveien 7

• Ny andel: 28 kvm – Sinsenveien 7

Alternativ 2:

• Andel 155: 40 kvm – Sinsenveien 7

• Ny andel: 40 kvm – Sinsenveien 7

Felleskostnader, borettsinnskudd og fellesgjeld vil etter seksjonering fordeles på de to enhetene, etter andelens 
eksisterende fordelingsnøkkel delt på kvadratmeter. En forutsetning for seksjonering er at andelseier får 
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kjøpe en av borettslagets utleieboder. Styret har lagt til grunn en årlig utleieverdi på 5 600 kroner, og en 
kapitaliseringsrente på 4%. Av dette beregnes en kjøpesum til 140 000 kroner, som faktureres andel 155. 
Øvrige, nødvendige kostnader tilknyttet seksjoneringen dekkes av andel 155. Dette inkluderer blant annet 
(ikke uttømmende) ny postkasse, nye nøkkelbrikker, påløpte administrative omkostninger, etablering av egen 
strømmåler for hybeldel. Dersom forslaget godkjennes, vil andelseier ha to år på seg til å gjennomføre 
seksjonering før godkjenningen løper ut. Dersom seksjonering ikke gjennomføres, bortfaller også avtale om 
kjøp av bod. Faktiske, påløpte kostnader for borettslaget vil likevel viderefaktureres.

Styrets innstilling

Som forslag 8 og 9. Generalforsamlingen må påse at de andelseierne med de identiske forslagene ikke 
forskjellsbehandles.

Forslag til vedtak 

Seksjonering godkjennes

Sak 9

Fastsettelse av honorar

Krav til flertall: 
Alminnelig (50%)

Godtgjørelse for styret foreslås satt til kr 462 000,-. Styrehonoraret er KPI-justert fra forrige periode. 

Forslag til vedtak 

Styrets godtgjørelse settes til 462 000 kroner. 

Sak 10

Fastsettelse av honorar til valgkomite

Krav til flertall: 
Alminnelig (50%)

Godgjørelse for valgkomite foreslås satt til kr 10 000. 

Forslag til vedtak 

Valgkomitees godtgjørelse settes til kr 10 000

Sak 11

Valg av tillitsvalgte

Valgkomiteens arbeid
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Valgkomiteen har som mandat å innstille kandidater til borettslagets styre på vegne av alle andelseiere. 
Generalforsamlingen vil endelig votere over komiteens innstilling. Valgkomiteen består av Anette Schneider og 
Jon-Arve Hole Sagbakken som begge er andelseiere og har tidligere styreerfaring i borettslaget.

Arbeidet startet med samtaler med styreleder for å få en overordnet forståelse av hvordan det sittende styret 
fungerer, samt innsikt i det sittende styrets arbeidsform, sammensetning og behov fremover. Styreleder delte 
også refleksjoner rundt hvilke egenskaper og kompetanser det kan være viktig å ha med i det kommende styret, 
både for å sikre kontinuitet og for å møte fremtidige utfordringer.

Etter dette gjennomførte valgkomiteen samtaler med totalt åtte aktuelle kandidater. Alle intervjuene ble 
gjennomført med en fast agenda for å sikre lik behandling og et godt sammenligningsgrunnlag. Samtalene 
hadde fokus på motivasjon, relevant erfaring, tilgjengelighet og evne til å samarbeide og bidra til et 
velfungerende styre.

Valgkomiteens vurderinger er basert på disse samtalene, i kombinasjon med behovene som er identifisert 
i dialog med styret. Det er lagt særlig vekt på kandidater med høy motivasjon, god rolleforståelse, 
samarbeidsevne og kapasitet til å bidra aktivt i styrets arbeid. Det er også vektlagt en balanse mellom 
kontinuitet og fornyelse.

Årets kandidater oppleves svært gode med stor grad av relevant kompetanse og erfaring. Det har vært et 
generelt høyt nivå preget av motiverte og engasjerte kandidater.

Valgkomiteens innstilling

Styreleder: Mathias Iversen

Styremedlem 1: Karina Lindin (ikke på valg)

Styremedlem 2: Stein-Helge Eide

Styremedlem 3: Snorre Ervik Fossheim

Styremedlem 4: Josefine Sundberg

Vara 1: William Magnor

Vara 2: Sigurd N. Wathne

Vara 3: Helene T. Lønvik

Vara 4: Peter Gørbitz

Valgkomiteens begrunnelse:

Styreleder: Mathias Iversen

Komiteen innstiller Mathias Iversen som styreleder. Han har vært styreleder de siste to år, noe som har fungert 
svært godt. Det har heller ikke fremkommet andre som ønsket rollen.

Styremedlem 2: Stein-Helge Eide

Valgkomiteen innstiller Stein-Helge som styremedlem på bakgrunn av at han har lang styreerfaring og 
samarbeider godt i dagens styre. Hans fortsettelse bidrar til kontinuitet, noe som valgkomiteen anser som viktig. 
Stein Helge har også vist gjennomføringskraft og kompetanse innenfor viktige områder av styrearbeidet og gir 
uttrykk for sterkt engasjement og motivasjon til å bidra videre.

Styremedlem 3: Snorre Ervik Fossheim
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Valgkomiteen innstiller Snorre som styremedlem basert på hans faglige bakgrunn, høye motivasjon og relevant 
erfaring. Han er utdannet sivilingeniør innen bygg og miljøteknikk og jobber med prosjektledelse, økonomi og 
HMS i store byggeprosjekter, kompetanse som er svært nyttig for styrets arbeid med vedlikehold og utvikling 
av borettslaget. 
I samtalen med komiteen fremstod han som tilgjengelig, løsningsorientert og engasjert, med evne til å håndtere 
konflikter på en rolig og medmenneskelig måte. Han har også god kjennskap til lokale entreprenører, noe som 
kan komme borettslaget til gode.

Styremedlem 4: Josefine Sundberg

Valgkomiteen innstiller Josefine som styremedlem basert på hennes sterke motivasjon, relevante kompetanse 
og tydelige engasjement for borettslagets bomiljø. Hun har master i finans fra NHH, erfaring fra både privat og 
offentlig sektor, og har hatt frivillige verv med ansvar for økonomi og samarbeid på tvers av fagmiljøer.
I møtet med komiteen fremstod hun som strukturert, løsningsorientert og med høy arbeidskapasitet. Hun 
uttrykte særlig interesse for forbedringer knyttet til takterrasser, avfallshåndtering og trivselstiltak. Fra høsten 
vil hun være fulltidsstudent, noe som gir fleksibilitet i tid og tilgjengelighet.

Roller og kandidater

Valg av 1 styreleder Velges for 2 år
Følgende stiller til valg som styreleder:

 •  Mathias Iversen

 •  Valgkomiteens innstilling som styreleder: 

Mitt navn er Mathias Iversen og jeg har hatt gleden av vervet som styreleder i borettslaget de siste to årene. 
Jeg har en master i samfunnsøkonomi og jobber som konsulent, primært med analyser tilknyttet bolig- og 
leiemarkedet. 

Jeg har fra tidligere flere år med erfaring som både vara- og styremedlem fra borettslag på Grünerløkka, og 
er godt kjent med hva som kreves for god og effektiv drift. Som konsulent står jeg svært fritt til å disponere 
arbeidstiden min som jeg vil, og det har de siste årene kommet godt med når det skal utføres oppgaver for 
styret på kort frist eller på dagtid. 

Jeg mener jeg kan fortsette å bidra positivt til driften av BCBT og vil gjerne ta fatt på to nye år som styreleder. 

Valg av 3 styremedlem Velges for 2 år
Følgende stiller til valg som styremedlem:

 •  Helene T. Lønvik

 •  Valgkomiteens innstilling som varamedlem:

Jeg har hatt gleden av å bo i Carl Berner Terrasse siden sommeren 2023 og ønsker nå å bidra til en god og 
stabil drift av Borettslaget.

Til daglig jobber jeg i Equinor med kontrollsystemer, en stilling jeg har hatt siden jeg ble ferdig utdannet 
i kybernetikk og robotikk ved NTNU i 2023. I løpet av studietiden har jeg vært aktiv i frivillig arbeid, hvor 
jeg har påtatt meg flere ansvarsfulle roller. Blant annet har jeg vært økonomiansvarlig for studentbaren til 
linjeforeningen og medlem av promoteringsgruppen for UKA. Disse erfaringene har gitt meg verdifull innsikt 
i organisasjonsarbeid, økonomistyring og teamarbeid noe som jeg kan ta med inn i driften.
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Selv om jeg ikke har tidligere erfaring med borettslagsarbeid, er jeg svært motivert for å lære og bidra. 
Jeg er overbevist om at min tekniske kunnskap, kombinert med mine organisatoriske ferdigheter og positive 
holdning, kan være til stor nytte for borettslaget.

 •  Josefine Sundberg

 •  Valgkomiteens innstilling som styremedlem:

Jeg ønsker med dette å melde mitt kandidatur til styreverv i borettslaget. Siden juli 2024 har jeg bodd 
i Sinsenveien 5B og har et stort ønske om å bidra til et godt og trygt bomiljø for resten av beboere i 
borettslaget.

Jeg har en mastergrad i finans fra Norges Handelshøyskole og har jobbet som analytiker innen investering 
og forretningsutvikling. Til høsten er planen å begynne på medisinstudiet ved Universitetet i Oslo, så har stor 
fleksibilitet i arbeidstid og har stor kapasitet. Tidligere har jeg hatt roller både i privat og offentlig sektor, 
og har erfaring med prosjektledelse, økonomi, forhandlinger og samarbeid på tvers av fagmiljøer. Jeg er 
strukturert, løsningsorientert og vant til å håndtere ansvar, også i frivillige verv, blant annet som trener og 
som markedsansvarlig i studentorganisasjoner ved NHH.

For meg er et godt borettslag mer enn bare vedlikehold og økonomi, siden det handler også om å bygge 
fellesskap, trygghet og trivsel. Jeg tror mine analytiske og økonomiske ferdigheter, erfaring fra styrearbeid 
i organisasjoner, samt evne til å kommunisere godt og jobbe i team, vil være nyttige bidrag til borettslagets 
styre.

 •  Peter Gørbitz

 •  Valgkomiteens innstilling som varamedlem: 
Ingen nominasjonsbrev.

 •  Snorre Ervik Fossheim

 •  Valgkomiteens innstilling som styremedlem:

Mitt navn er Snorre Ervik Fossheim, jeg er 28 år gammel og jeg er utdannet sivilingeniør innen bygg og 
miljøteknikk fra NTNU i Trondheim. Jeg jobber til daglig hos en byggentreprenør der jeg har ansvar for 
oppfølging av underentreprenører, økonomi, fremdrift, HMS og kvalitet i byggeprosjekter. 

Jeg er veldig motivert for en rolle i styret og mener jeg har mye å bidra med mtp min utdanning og min erfaring 
med oppfølging av byggeprosjekter. Dette mener jeg kan være svært relevant i borettslagets daglige drift og 
vedlikehold av bebyggelsen.

 •  Stein Helge Eide

 •  Valgkomiteens innstilling som styremedlem:
Mitt navn er Stein-Helge Eide, og jeg stiller til gjenvalg som styremedlem i BCBT. Jeg har vært en aktiv del av 
styret i fire år, og er i dag den med lengst kontinuerlig erfaring. Dette gir meg solid kjennskap til våre bygg, 
rutiner og driften av borettslaget – noe som sikrer stabilitet og kontinuitet i styrearbeidet.
De siste to årene har jeg hatt ansvar for økonomi, vedlikehold, vaktmestertjenester og ulike prosjekter. Jeg 
er en engasjert pådriver som tar eierskap til oppgavene, og sørger for fremdrift og gjennomføring. Flere 
prosjekter har jeg også ledet og fullført på egen hånd.

Til daglig leder jeg en av Norges største elektrikerkjeder. Det gir meg verdifull innsikt i håndverkerbransjen, 
og god oversikt over hvilke tekniske løsninger og leverandører som er mest kostnadseffektive og egnet for 
våre bygg. Jeg har lang erfaring med innkjøp og forhandlinger, noe borettslaget allerede har hatt stor nytte 
av i forbindelse med avtaleinngåelser og kostnadsbesparelser.
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Jeg ønsker å fortsette mitt arbeid i styret for å fullføre pågående prosjekter og bidra til en trygg og effektiv 
drift også i årene som kommer. Målet mitt er å gjøre BCBT til et enda mer attraktivt sted å bo – for 
både nåværende beboere og fremtidige eiere. Jeg er opptatt av at alle investeringer vi gjør enten skal øke 
boligverdien eller redusere kostnadene over tid.

Som styremedlem tar jeg ansvar, følger opp, og gjennomfører – alltid med høyt engasjement og fokus på det 
beste for borettslaget.

 •  William Magnor

 •  Valgkomiteens innstilling som varamedlem:

Jeg er 37 år gammel fra Oslo og har bodd i borettslaget siden 2017. De to siste årene har jeg sittet i styret i 
borettslaget og har også sittet to år tidligere. Jeg har i tillegg vært styremedlem og styreleder i et sameie der 
jeg bodde før og har totalt omtrent 8 års styreerfaring. 

Min utdanning er sivilingeniør fra NTNU og jeg jobber til daglig som ledende ingeniør i olje- og gassbransjen. 
Min motivasjon for å stille til gjenvalg er å fortsatt kunne bidra til et trivelig bomiljø, god økonomistyring og 
ryddige beslutningsprosesser i borettslaget. 

Jeg mener at et styre burde tenke proaktivt, langsiktig og snusfornuftig, og jeg synes styret i borettslaget vårt 
har tradisjon for nettopp dette. Mitt ønske er at borettslaget fortsetter å bli drevet på den gode måten som 
det gjør i dag, og jeg vil gjerne bidra til dette gjennom å fortsette i mitt styreverv.

Valg av 4 varamedlem Velges for 1 år
Følgende stiller til valg som varamedlem:

 •  Helene T. Lønvik

 •  Valgkomiteens innstilling som varamedlem:

Jeg har hatt gleden av å bo i Carl Berner Terrasse siden sommeren 2023 og ønsker nå å bidra til en god og 
stabil drift av Borettslaget.

Til daglig jobber jeg i Equinor med kontrollsystemer, en stilling jeg har hatt siden jeg ble ferdig utdannet 
i kybernetikk og robotikk ved NTNU i 2023. I løpet av studietiden har jeg vært aktiv i frivillig arbeid, hvor 
jeg har påtatt meg flere ansvarsfulle roller. Blant annet har jeg vært økonomiansvarlig for studentbaren til 
linjeforeningen og medlem av promoteringsgruppen for UKA. Disse erfaringene har gitt meg verdifull innsikt 
i organisasjonsarbeid, økonomistyring og teamarbeid noe som jeg kan ta med inn i driften.

Selv om jeg ikke har tidligere erfaring med borettslagsarbeid, er jeg svært motivert for å lære og bidra. 
Jeg er overbevist om at min tekniske kunnskap, kombinert med mine organisatoriske ferdigheter og positive 
holdning, kan være til stor nytte for borettslaget.

 •  Josefine Sundberg

 •  Valgkomiteens innstilling som styremedlem:

Jeg ønsker med dette å melde mitt kandidatur til styreverv i borettslaget. Siden juli 2024 har jeg bodd 
i Sinsenveien 5B og har et stort ønske om å bidra til et godt og trygt bomiljø for resten av beboere i 
borettslaget.
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Jeg har en mastergrad i finans fra Norges Handelshøyskole og har jobbet som analytiker innen investering 
og forretningsutvikling. Til høsten er planen å begynne på medisinstudiet ved Universitetet i Oslo, så har stor 
fleksibilitet i arbeidstid og har stor kapasitet. Tidligere har jeg hatt roller både i privat og offentlig sektor, 
og har erfaring med prosjektledelse, økonomi, forhandlinger og samarbeid på tvers av fagmiljøer. Jeg er 
strukturert, løsningsorientert og vant til å håndtere ansvar, også i frivillige verv, blant annet som trener og 
som markedsansvarlig i studentorganisasjoner ved NHH.

For meg er et godt borettslag mer enn bare vedlikehold og økonomi, siden det handler også om å bygge 
fellesskap, trygghet og trivsel. Jeg tror mine analytiske og økonomiske ferdigheter, erfaring fra styrearbeid 
i organisasjoner, samt evne til å kommunisere godt og jobbe i team, vil være nyttige bidrag til borettslagets 
styre.

 •  Peter Gørbitz

 •  Valgkomiteens innstilling som varamedlem: 
Ingen nominasjonsbrev.

 •  Sigurd N. Wathne

 •  Valgkomiteens innstilling som varamedlem:

Jeg ønsker å stille som kandidat som [fortsatt] varamedlem i borettslagets styre.

I perioden 2018-2023 var jeg fullverdig medlem i borettslagets styre, hvorav de siste fire år som styreleder. 
Dette gir et solid grunnlag for å kunne bidra til borettslagets styre ved behov.

Jeg ønsker ikke å stille som kandidat til fullverdig styreverv.

 •  Snorre Ervik Fossheim

 •  Valgkomiteens innstilling som styremedlem:

Mitt navn er Snorre Ervik Fossheim, jeg er 28 år gammel og jeg er utdannet sivilingeniør innen bygg og 
miljøteknikk fra NTNU i Trondheim. Jeg jobber til daglig hos en byggentreprenør der jeg har ansvar for 
oppfølging av underentreprenører, økonomi, fremdrift, HMS og kvalitet i byggeprosjekter. 

Jeg er veldig motivert for en rolle i styret og mener jeg har mye å bidra med mtp min utdanning og min erfaring 
med oppfølging av byggeprosjekter. Dette mener jeg kan være svært relevant i borettslagets daglige drift og 
vedlikehold av bebyggelsen.

 •  Stein Helge Eide

 •  Valgkomiteens innstilling som styremedlem:
Mitt navn er Stein-Helge Eide, og jeg stiller til gjenvalg som styremedlem i BCBT. Jeg har vært en aktiv del av 
styret i fire år, og er i dag den med lengst kontinuerlig erfaring. Dette gir meg solid kjennskap til våre bygg, 
rutiner og driften av borettslaget – noe som sikrer stabilitet og kontinuitet i styrearbeidet.
De siste to årene har jeg hatt ansvar for økonomi, vedlikehold, vaktmestertjenester og ulike prosjekter. Jeg 
er en engasjert pådriver som tar eierskap til oppgavene, og sørger for fremdrift og gjennomføring. Flere 
prosjekter har jeg også ledet og fullført på egen hånd.

Til daglig leder jeg en av Norges største elektrikerkjeder. Det gir meg verdifull innsikt i håndverkerbransjen, 
og god oversikt over hvilke tekniske løsninger og leverandører som er mest kostnadseffektive og egnet for 
våre bygg. Jeg har lang erfaring med innkjøp og forhandlinger, noe borettslaget allerede har hatt stor nytte 
av i forbindelse med avtaleinngåelser og kostnadsbesparelser.

Jeg ønsker å fortsette mitt arbeid i styret for å fullføre pågående prosjekter og bidra til en trygg og effektiv 
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drift også i årene som kommer. Målet mitt er å gjøre BCBT til et enda mer attraktivt sted å bo – for 
både nåværende beboere og fremtidige eiere. Jeg er opptatt av at alle investeringer vi gjør enten skal øke 
boligverdien eller redusere kostnadene over tid.

Som styremedlem tar jeg ansvar, følger opp, og gjennomfører – alltid med høyt engasjement og fokus på det 
beste for borettslaget.

 •  William Magnor

 •  Valgkomiteens innstilling som varamedlem:

Jeg er 37 år gammel fra Oslo og har bodd i borettslaget siden 2017. De to siste årene har jeg sittet i styret i 
borettslaget og har også sittet to år tidligere. Jeg har i tillegg vært styremedlem og styreleder i et sameie der 
jeg bodde før og har totalt omtrent 8 års styreerfaring. 

Min utdanning er sivilingeniør fra NTNU og jeg jobber til daglig som ledende ingeniør i olje- og gassbransjen. 
Min motivasjon for å stille til gjenvalg er å fortsatt kunne bidra til et trivelig bomiljø, god økonomistyring og 
ryddige beslutningsprosesser i borettslaget. 

Jeg mener at et styre burde tenke proaktivt, langsiktig og snusfornuftig, og jeg synes styret i borettslaget vårt 
har tradisjon for nettopp dette. Mitt ønske er at borettslaget fortsetter å bli drevet på den gode måten som 
det gjør i dag, og jeg vil gjerne bidra til dette gjennom å fortsette i mitt styreverv.
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Bygdøy Allé 2
0257 Oslo
Postboks 1704 Vika
0121 Oslo

Uavhengig revisors beretning

Til generalforsamlingen i BORETTSLAGET CARL BERNER TERRASSER

Konklusjon

Vi har revidert årsregnskapet til BORETTSLAGET CARL BERNER TERRASSER.

Årsregnskapet består av: Etter vår mening:

• Oppstilling over endring av disponible 
midler

• Noter til årsregnskapet, herunder et 
sammendrag av viktige 
regnskapsprinsipper.

• Resultatregnskap 2024

• Balanse per 31. desember 2024

• Gir årsregnskapet et rettvisende bilde av 
borettslagets finansielle stilling per 31. 
desember 2024, og av dets resultater for 
regnskapsåret i samsvar med 
regnskapslovens regler og god 
regnskapsskikk i Norge.

• Oppfyller årsregnskapet gjeldende 
lovkrav, og

Andre forhold

Budsjettallene som fremkommer i årsregnskapet er ikke revidert.

Grunnlag for konklusjonen

Vi har gjennomført revisjonen i samsvar med International Standards on Auditing (ISA-ene). Våre 
oppgaver og plikter i henhold til disse standardene er beskrevet nedenfor under Revisors oppgaver og 
plikter ved revisjonen av årsregnskapet. Vi er uavhengige av borettslaget i samsvar med kravene i 
relevante lover og forskrifter i Norge og International Code of Ethics for Professional Accountants 
(inkludert internasjonale uavhengighetsstandarder) utstedt av International Ethics Standards Board for 
Accountants (IESBA-reglene), og vi har overholdt våre øvrige etiske forpliktelser i samsvar med disse 
kravene. Innhentet revisjonsbevis er etter vår vurdering tilstrekkelig og hensiktsmessig som grunnlag for 
vår konklusjon.

Styret og forretningsførers ansvar for årsregnskapet

Styret og forretningsfører (ledelsen) er ansvarlig for å utarbeide årsregnskapet og for at det gir et 
rettvisende bilde i samsvar med regnskapslovens regler og god regnskapsskikk i Norge. Ledelsen er også 
ansvarlig for slik intern kontroll som den finner nødvendig for å kunne utarbeide et årsregnskap som ikke 
inneholder vesentlig feilinformasjon, verken som følge av misligheter eller utilsiktede feil.

Ved utarbeidelsen av årsregnskapet må ledelsen ta standpunkt til borettslaget evne til fortsatt drift og 
opplyse om forhold av betydning for fortsatt drift. Forutsetningen om fortsatt drift skal legges til grunn 
for årsregnskapet så lenge det ikke er sannsynlig at virksomheten vil bli avviklet.

Revisors oppgaver og plikter ved revisjonen av årsregnskapet
Vårt mål er å oppnå betryggende sikkerhet for at årsregnskapet som helhet ikke inneholder vesentlig 
feilinformasjon, verken som følge av misligheter eller utilsiktede feil, og å avgi en revisjonsberetning som 
inneholder vår konklusjon. Betryggende sikkerhet er en høy grad av sikkerhet, men ingen garanti for at 
en revisjon utført i samsvar med ISA-ene, alltid vil avdekke vesentlig feilinformasjon. Feilinformasjon kan 
oppstå som følge av misligheter eller utilsiktede feil. Feilinformasjon er å anse som vesentlig dersom den 
enkeltvis eller samlet med rimelighet kan forventes å påvirke de økonomiske beslutningene som brukerne 
foretar på grunnlag av årsregnskapet.
 
For videre beskrivelse av revisors oppgaver og plikter vises det til: 
https://revisorforeningen.no/revisjonsberetninger

BDO AS
Sven Mozart Aarvold
statsautorisert revisor
(elektronisk signert)

BDO AS, et norsk aksjeselskap, er deltaker i BDO International Limited, et engelsk selskap med begrenset 
ansvar, og er en del av det internasjonale nettverket BDO, som består av uavhengige selskaper i de 
enkelte land. Foretaksregisteret: NO 993 606 650 MVA. 
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Dette dokumentet er signert digitalt via Penneo.com. De signerte dataene er 
validert ved hjelp av den matematiske hashverdien av det originale dokumentet. 
All kryptografisk bevisføring er innebygd i denne PDF-en for fremtidig validering.

Dette dokumentet er forseglet med et kvalifisert elektronisk segl. For mer 
informasjon om Penneos kvalifiserte tillitstjenester, se https://eutl.penneo.com.

Slik kan du bekrefte at dokumentet er originalt
Når du åpner dokumentet i Adobe Reader, kan du se at det er sertifisert 
av Penneo A/S. Dette beviser at innholdet i dokumentet ikke har blitt 
endret siden tidspunktet for signeringen. Bevis for de individuelle 
signatørenes digitale signaturer er vedlagt dokumentet.

Du kan bekrefte de kryptografiske bevisene ved hjelp av Penneos 
validator, https://penneo.com/validator, eller andre 
valideringsverktøy for digitale signaturer.

Signaturene i dette dokumentet er juridisk bindende. Dokument signert med "Penneo™ - sikker digital 
signatur". De signerende parter sin identitet er registrert, og er listet nedenfor.

"Med min signatur bekrefter jeg alle datoer og innholdet i dette dokument." 

Aarvold, Sven Mozart
Partner
Serienummer: no_bankid:9578-5998-4-921327
IP: 188.95.xxx.xxx
2025-06-17 10:01:24 UTC
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DISPONIBLE MIDLER

Note 2024 2023
A.  DISP. MIDLER PR. 01.01. 10 879 853 11 499 217

Årets resultat (se res.regnskapet) 8 145 345 7 928 407
Tilbakeføring av avskrivning 17 71 550 35 775
Tillegg salgssum anl. midler 17 0 1
Fradrag kjøpesum anl.midler 17 0 -214 650
Fradrag for avdrag på langs. lån 20 -7 634 856 -8 146 951
Endring i depositum gjennom året -3 060 7 000
Innsk. øremerk. bankkto -113 138 -228 946
B. ÅRETS ENDR. I DISP. MIDLER 465 841 -619 364

C. DISP. MIDLER PR. 31.12. 11 345 693 10 879 853

Omløpsmidler 13 463 625 12 757 327
Kortsiktig gjeld -2 117 932 -1 877 474

C. DISP. MIDLER PR. 31.12. 11 345 693 10 879 853

BORETTSLAGET CARL BERNER TERRASSER

INFORMASJON OM ÅRSREGNSKAPET

Boligselskapets resultatregnskap gir imidlertid ikke en fullstendig oversikt over borettslagets 
disponible midler ved årsskiftet. I resultatregnskapet presenteres det en oversikt over borettslagets 
inntekter og kostnader. Det regnskapsmessige overskuddet tar ikke hensyn til en del viktige 
økonomiske forhold som påvirker borettslagets disponible midler. Dette gjelder for eksempel 
opptak og avdrag på lån, samt kjøp og salg av anleggsmidler. Borettslagets disponible midler er 
de økonomiske midlene som borettslaget har til rådighet, og de defineres som omløpsmidler 
fratrukket kortsiktig gjeld. Størrelsen på de disponible midlene kan blant annet benyttes til å 
vurdere om det er nødvendig å endre størrelsen på innkrevde felleskostnader som den enkelte 
beboer betaler, og om det er behov for å ta opp lån eller om det er mulighet til å betale ned ekstra 
på eksisterende gjeld.

B. ENDRING I DISP. MIDLER:

SPESIFIKASJON AV DISPONIBLE MIDLER:

ORG.NR. 986 841 709, KUNDENR. 5546

Regnskapsloven stiller strenge krav til hvordan et regnskap skal føres og presenteres. I tillegg 
krever forskriften om årsregnskap og årsberetning i borettslag at man må gi mer informasjon. 
Dette innebærer blant annet at man må gi informasjon i form av noter, og utarbeide en oversikt 
over de disponible midlene i årsregnskapet. På de neste sidene presenteres borettslagets 
resultatregnskap, balanse og tilhørende noter. 
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Note Regnskap Regnskap Budsjett Budsjett
2024 2023 2024 2025

Innkrevde felleskostnader 2 20 635 418 18 159 908 20 638 374 20 637 000
Vaskeri 10 18 915 107 780 65 000 65 000
Garasjer 11 351 120 394 345 351 000 351 000
Ladeinntekter EL-bil 1 088 0 0 0
Utleieboder 12 287 858 277 400 319 000 319 000
Andre inntekter 3 503 3 121 0 0
SUM DRIFTSINNTEKTER 21 294 902 18 942 554 21 373 374 21 372 000

Personalkostnader 4 -57 582 -54 582 -60 500 -61 000
Styrehonorar 5 -408 382 -381 711 -430 123 -465 000
Avskrivninger 17 -71 550 -35 775 0 0
Revisjonshonorar 6 -17 104 -22 541 -20 000 -21 000
Andre honorarer 0 -5 400 -6 000 -6 000
Forretningsførerhonorar -267 408 -254 304 -280 000 -294 000
Konsulenthonorar 7 -143 985 -75 632 -200 000 -200 000
Drift og vedlikehold 8 -850 876 -1 101 571 -4 250 000 -786 000
Forsikringer -640 764 -672 537 -745 000 -750 000
Kommunale avgifter 9 -2 436 875 -2 108 255 -1 690 000 -2 671 000
Vaskeri 10 -750 0 -80 000 0
Garasjer 11 -392 321 -316 698 -100 000 -100 000
Utleieboder 12 -6 037 -3 684 0 0
Energi/fyring -348 167 -5 762 -400 000 -400 000
TV-anlegg/bredbånd -62 976 -358 367 -80 000 0
Andre driftskostnader 13 -1 198 345 -1 240 311 -1 325 000 -1 373 000
SUM DRIFTSKOSTNADER -6 903 121 -6 637 129 -9 666 623 -7 127 000

DRIFTSRESULTAT 14 391 781 12 305 424 11 706 751 14 245 000

Finansinntekter 14 520 540 437 474 150 000 400 000
Finanskostnader 15 -6 766 976 -4 814 492 -5 678 000 -6 538 000
RES. FINANSINNT./-KOSTNADER -6 246 436 -4 377 018 -5 528 000 -6 138 000

ÅRSRESULTAT 8 145 345 7 928 407 6 178 751 8 107 000

Til opptjent egenkapital 8 145 345 7 928 407
Overføringer:

DRIFTSINNTEKTER:

DRIFTSKOSTNADER:

FINANSINNTEKTER/-KOSTNADER:

ORG.NR. 986 841 709, KUNDENR. 5546
BORETTSLAGET CARL BERNER TERRASSER

RESULTATREGNSKAP
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Note 2024 2023

Bygninger 16 331 258 776 331 258 776
Tomt 58 352 000 58 352 000
Andre varige driftsmidler 17 8 107 329 8 178 879
Øremerkede bankinnskudd 18 3 106 382 2 993 244

SUM ANLEGGSMIDLER 400 824 487 400 782 899

Kundefordringer 19 89 3 282
Forskuddsbetalte kostnader 149 879 250 884
Andre kortsiktige fordringer 0 62 955
Driftskonto OBOS-banken 2 068 405 1 592 035
Sparekonto OBOS-banken III 11 245 253 10 848 171
SUM OMLØPSMIDLER 13 463 625 12 757 327

SUM EIENDELER 414 288 112 413 540 225

Innskutt egenkapital 237 * 100 23 700 23 700
Opptjent egenkapital 143 335 542 135 190 196
SUM EGENKAPITAL 143 359 242 135 213 896

Pante- og gjeldsbrevlån 20 144 106 099 151 740 955
Borettsinnskudd 21 116 613 900 116 613 900
Annen langsiktig gjeld 22 8 090 940 8 094 000

SUM LANGSIKTIG GJELD 268 810 939 276 448 855

Leverandørgjeld 608 510 547 799
Påløpte renter 573 457 498 792
Påløpte avdrag 655 547 643 020
Energiavregning 23 280 417 187 864

SUM KORTSIKTIG GJELD 2 117 932 1 877 474

SUM EGENKAPITAL OG GJELD 414 288 112 413 540 225
Pantstillelse 24 560 741 995 560 741 995
Garantiansvar 0 0

BORETTSLAGET CARL BERNER TERRASSER

OMLØPSMIDLER

EGENKAPITAL

GJELD

EGENKAPITAL OG GJELD

LANGSIKTIG GJELD

KORTSIKTIG GJELD

EIENDELER

ANLEGGSMIDLER

Oslo, 14.05.2025
Styret i Borettslaget Carl Berner Terrasser

BALANSE

ORG.NR. 986 841 709, KUNDENR. 5546

19 av 33Vedlegg 2 Årsregnskap 2024.pdf



borettslag.

Renter/avdrag 15 275 256
Felleskostnader 5 360 162

SUM INNKREVDE FELLESKOSTNADER 20 635 418

Salg filter 503

SUM ANDRE INNTEKTER 503

Arbeidsgiveravgift -63 980
Overført garasjeregnskapet 6 398

SUM PERSONALKOSTNADER -57 582

etableringstidspunktet. Anleggsmidler vurderes til anskaffelseskost, men nedskrives til
til anskaffelseskost. Kortsiktig gjeld balanseføres til nominelt beløp på

PERSONALKOSTNADER

virkelig verdi dersom verdifallet ikke forventes å være forbigående. Langsiktig gjeld

NOTE: 3

ANDRE INNTEKTER

balanseføres til nominelt beløp på etableringstidspunktet. Bygninger er ikke avskrevet da
det er gjennomført vedlikehold som oppveier for verdiforringelse. Tomter avskrives
ikke. Andre varige driftsmidler balanseføres og avskrives lineært over driftsmidlenes
økonomiske levetid.

FORDRINGER
Kundefordringer og andre fordringer er oppført i balansen til pålydende etter fradrag for
avsetning til forventet tap. Avsetning til tap gjøres på grunnlag av individuelle vurderinger
av de enkelte fordringene.

SKATTETREKKSKONTO
Selskapet har egen separat skattetrekkskonto i OBOS-banken. Innskuddet tilhører

regnskapsskikk for små foretak samt forskrift om årsregnskap og årsberetning for

Inntektene inntektsføres etter opptjeningsprinsippet.

Øvrige poster er klassifisert som anleggsmidler/langsiktig gjeld. Omløpsmidler vurderes

REGNSKAPSPRINSIPPER

HOVEDREGEL FOR KLASSIFISERING OG VURDERING AV EIENDELER OG GJELD
Omløpsmidler og kortsiktig gjeld omfatter poster som forfaller til betaling innen ett år.

NOTE: 1

Borettslagets årsregnskap er satt opp i samsvar med regnskapslovens og god

INNTEKTER

myndighetene og kan ikke disponeres fritt.

NOTE: 2

INNKREVDE FELLESKOSTNADER

NOTE: 4

Det har verken vært ansatte eller lønnsutbetalinger i selskapet gjennom året. Selskapet er
derav ikke pliktig til å ha tjenestepensjonsordning etter lov om obligatorisk tjenestepensjon.
Arbeidsgiveravgiften knytter seg til styrehonoraret.
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Honorar til styret gjelder for perioden 2023/2024, og er på kr 408 382.
Kr 45 376 av styrehonoraret er overført til garasjeregnskapet.

Revisjonshonoraret er i sin helhet knyttet til revisjon og beløper seg til kr 17 104.
Kr 900 av revisjonshonoraret er overført til garasjeregnskapet.

Tilleggstjenester, OBOS Eiendomsforvaltning AS -13 963
OBOS prosjekt -130 023
SUM KONSULENTHONORAR -143 985

Drift/vedlikehold bygninger -73 938
Drift/vedlikehold VVS -136 361

Drift/vedlikehold elektro -112 259

Drift/vedlikehold utvendig anlegg -42 625
Drift/vedlikehold heisanlegg -164 546
Drift/vedlikehold brannsikring -85 509
Drift/vedlikehold ventilasjonsanlegg -208 963
Drift/vedlikehold søppelanlegg -8 185
Kostnader dugnader -18 490
SUM DRIFT OG VEDLIKEHOLD -850 876

Vann- og avløpsavgift -1 397 560
Renovasjonsavgift -1 039 315
SUM KOMMUNALE AVGIFTER -2 436 875

Vaskeriinntekter 18 915
Rep./vedlikehold -750
RESULTAT VASKERI 18 165

NOTE: 5

STYREHONORAR

NOTE: 8

DRIFT OG VEDLIKEHOLD

Styret mener at det gjennomførte vedlikeholdet er tilstrekkelig for å oppveie verdiforringelse av
bygningene.

NOTE: 9

KOMMUNALE AVGIFTER

NOTE: 10

VASKERI

REVISJONSHONORAR

KONSULENTHONORAR

NOTE: 7

NOTE: 6
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Leieinntekter 351 120

SUM INNTEKTER GARASJER 351 120

Forsikring -28 365
Drift/vedl.hold -123 931
Lønninger -51 774
Administrasjon -14 975

Elektrisk energi -38 685

Alarmutrykning -17 448
Vaktmester -54 000
Vask/Rengjøring -63 143
SUM KOSTNADER GARASJER -392 321

SUM GARASJER -41 201

Inntekter utleieboder 287 858
Drift/vedl.hold -6 037

Resultat utleieboder 281 821

Container -44 128

Vaktmestertjenester -335 351
Vakthold -331 506
Renhold ved firmaer -424 471
Snørydding -29 069
Andre fremmede tjenester -11 098
Møter, kurs, oppdateringer mv. -2 100
Andre kontorkostnader -16 680
Bank- og kortgebyr -2 966
Konstaterte tap -977

SUM ANDRE DRIFTSKOSTNADER -1 198 345

Renter av driftskonto i OBOS-banken 15 047
Renter av sparekonto i OBOS-banken 505 335
Andre renteinntekter 158

SUM FINANSINNTEKTER 520 540

KOSTNADER GARASJER

GARASJER

NOTE: 11

NOTE: 12

NOTE: 13

ANDRE DRIFTSKOSTNADER

NOTE: 14

FINANSINNTEKTER

UTLEIEBODER

INNTEKTER GARASJER
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Husbanken, dellån 1 -2 064 199
Husbanken, dellån 2 -1 109 094
Husbanken, dellån 3 -3 591 916
Renter på leverandørgjeld -208
Andre rentekostnader -1 559
SUM FINANSKOSTNADER -6 766 976

Tilgang 2005 210 582 297
Tilgang 2006 120 676 479

SUM BYGNINGER 331 258 776

Tilgang 2014 364 245
Avskrevet tidligere -364 244

1

Tilgang 2014 126 538
Avskrevet tidligere -126 537

1

Tilgang 2023 214 650
Avskrevet tidligere -35 775
Avskrevet i år -71 550

107 325

Tilgang 2015 47 445
Avskrevet tidligere -47 444

1

Kostpris 515 154
Avskrevet tidligere -515 153

1

Tilgang 2005 8 000 000
8 000 000

SUM VARIGE DRIFTSMIDLER 8 107 329

SUM ÅRETS AVSKRIVNINGER -71 550

Garasjeanlegg

VVS - Teknisk anlegg

NOTE: 17

VARIGE DRIFTSMIDLER

Hagemøbler

Kameraanlegg

Garasjeanlegg

NOTE: 15

FINANSKOSTNADER

Andre bygninger

NOTE: 16

BYGNINGER

Tomten er kjøpt

Gnr.83/bnr.98

Bygningene er ikke avskrevet. Styret har i stedet vurdert at tilstrekkelig vedlikehold er

gjennomført, jf. noten om drift og vedlikehold.
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Vedlikeholdsfond 2 041 590
Garasjefond 1 064 791

Sum øremerkede bankinnskudd 3 106 382

Kundefordringer 5618
Avsatt for tap på krav -5 529
SUM KUNDEFORDRINGER 89

Opprinnelig 2011 -79 275 165
Nedbetalt tidligere 33 208 635
Nedbetalt i år 1 740 580

-44 325 950

Opprinnelig 2011 -52 843 020
Nedbetalt tidligere 27 855 827
Nedbetalt i år 1 533 383

-23 453 810

Opprinnelig 2011 -133 374 590
Nedbetalt tidligere 52 687 358
Nedbetalt i år 4 360 893

-76 326 339
SUM PANTE- OG GJELDSBREVLÅN -144 106 099

Opprinnelig 2005 -116 613 900

SUM BORETTSINNSKUDD -116 613 900

Depositum -90 940

KUNDEFORDRINGER

NOTE: 19

Husbanken, dellån 1
Lånet er et annuitetslån med flytende rente.
Rentesatsen pr. 31.12.24 var 4,60 %. Løpetiden er 30 år.

Husbanken 2
Lånet er et annuitetslån med flytende rente.
Rentesatsen pr. 31.12.24 var 4,60 %. Løpetiden er 25 år.

Husbanken 3
Lånet er et annuitetslån med flytende rente.

NOTE: 20

PANT- OG GJELDSBREVLÅN

Rentesatsen pr. 31.12.24 var 4,60 %. Løpetiden er 26 år.

NOTE: 21

BORETTSINNSKUDD

NOTE: 22

ANNEN LANGSIKTIG GJELD

NOTE: 18

ØREMERKEDE BANKINNSKUDD
Øremerkede bankinnskudd er avsatte midler som kun skal brukes til formål som
generalforsamlingen har fastsatt.

24 av 33Vedlegg 2 Årsregnskap 2024.pdf



Andre innskudd -8 000 000
SUM ANNEN LANGSIKTIG GJELD -8 090 940
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Varmtvann, innbetalt akonto,utleieenhet -404 352
Varmtvann, innbetalt akonto, hovedleilighet -917 568
SUM INNTEKTER -1 321 920

Strøm, varmtvann og felles umålt 2024 637 184
Strøm kosntad Elvia 394 707
SUM KOSTNADER 1 031 891

Uoppgjorte avregninger 2022 31839
Uoppgjorte avregninger 2021 -19 467
Uoppgjorte avregninger 2020 -2 759

SUM ENERGIAVREGNING -280 417

Borettsinnskudd 116 613 900
Pantelån 144 106 099
Påløpte avdrag 655 547
TOTALT 261 375 546

Bygninger 331 258 776
Tomt 58 352 000
TOTALT 389 610 776

Oppstillingen ovenfor viser hvilke energikostnader som avregnes etter hver enkelts forbruk.
For å dekke de løpende kostnadene, krever selskapet inn et forskuddsbeløp fra hver enkelt.
På fastsatte frister, blir deretter inntektene avregnet mot kostnadene. For lite innbetalt blir
krevd inn, og for mye innbetalt blir tilbakebetalt. På den måten betaler hver enkelt kun for
sitt eget forbruk.

NOTE: 23

ENERGIAVREGNING

INNTEKTER

Eiendommen som er stillet som sikkerhet hadde pr. 31.12.2024 følgende bokførte verdi:

Ettersom disse inntektene og kostnadene avregnes etter hver enkelts forbruk, blir de bokført i
balansen, og ikke via resultatregnskapet. De påvirker derfor likviditeten, og ikke resultatet.

NOTE: 24

PANTSTILLELSE
Av anleggets bokførte gjeld er følgende sikret ved pant:

KOSTNADER
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Styrets arbeid 
Borettslaget har ikke daglig leder eller andre ansatte, så den daglige driften og de fleste 
rent administrative arbeidsoppgaver faller på styret. Løpende småvedlikehold 
gjennomføres av vaktmester i samråd med styret. Tiltak av et visst omfang behandles i 
styremøte og følges opp av ett eller flere styremedlemmer. 
Styret har gjennom det siste året jobbet med flere store prosjekter: 
 
På årsmøtet i 2023 ble det vedtatt installasjon av varmepumpesentraler i borettslaget for 
oppvarming av tappevann, med en kostnadsramme på 2 500 000,- inkl. mva. 
Dette prosjektet lot seg ikke gjennomføre og som informert om på årsmøte 2024 ble det 
på anbefaling fra OBOS Prosjekt innhentet tilbud på boring av energibrønner for 
oppvarming av tappevann. I løpet av denne prosessen søkte styret også Enova, og fikk 
innvilget, 3 000 000 kroner i tilskudd til prosjektet. Forslag om boring av energibrønner 
ble lagt frem på ekstraordinært årsmøte 23. januar 2025, men fikk ikke flertall.  
 
Etter ønske fra generalforsamlingen på årsmøtet 2024 har styret utredet muligheten for 
oppgradering av ventilasjonsanlegget. Etter å ha rådført seg med ventilasjonstekniker er 
styrets oppfatning at problemet i stor grad ikke skyldes utformingen av 
ventilasjonsanlegget, men brukerfeil hos enkelte beboere. Installering av feil type 
ventilator og tetting av friskluftventiler hos enkelte beboere fører til over- eller undertrykk 
i de nærliggende leilighetene og beboere opplever derfor at det trekkes inn større 
mengder kald luft fra ventilene eller at man får tilbakeslag gjennom lufteventil på badet.  
Løsningen styret har fått anbefalt dersom vi ønsker oppgradering av ventilasjonsanlegget 
er installering av balansert ventilasjon med varmegjenvinning. Dette er en løsning som 
vil gi betydelig bedre inneklima og redusere energiforbruket. Det er dog en svært dyr 
løsning. Styret har innhentet tilbud på installasjon av balansert ventilasjon og 
prisestimat ligger på 29 910 000 – 33 040 000 eks mva. Styret har etter innhenting av 
tilbud valgt å avslutte utredningen da vi mener nytten av et slikt anlegg ikke forsvarer den 
høye kostnaden. Styret ber derimot samtlige beboere om å tilse at friskluftventiler ikke er 
tildekket og minner om at det ikke må monteres kjøkkenventilatorer med innebygd 
motor.  
 
Styret har våren 2025 i henhold til borettslagets vedlikeholdsplan innhentet tilbud og 
bestilt fjerning av algevekst og grønske fra balkonger. Dette vil gjennomføres i løpet av 
sommeren 2025 og beboere vil motta mer informasjon når nøyaktig tid for 
gjennomføring er fastsatt.   
 
Styret har innhentet tilstandsvurdering av takterrasser og deretter tilbud på utføring av 
nødvendig vedlikehold. Det er også bestilt nye møbler til takterrassene som vil settes ut i 
løpet av sommeren 2025.  
 
Annet vedlikehold av en viss betydning inkluderer blant annet pågående bytte av 
røykvarslingsanlegg, installering av nytt callinganlegg i 5B, 7 og 9 gjennomført høsten 
2024, ny styring av varmekabler for snøsmelting, samt større vedlikeholdsarbeid av 
grøntområder. 
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Styret holder i skrivende stund på med gjennomgang av borettslagets løpende 
serviceavtaler og er i prosess med reforhandling og eventuelt bytte av leverandør for 
serviceavtale på ventilasjonsanlegg.  
 
MØTEVIRKSOMHET OG ANNET STYREARBEID 
Styret har hatt 7 styremøter det siste året. Ut over dette har styret kontinuerlig 
samarbeidet om den løpende driften gjennom daglig dialog i mer uformelle kanaler. 
Styret har også hatt utstrakt møtevirksomhet med borettslagets samarbeidspartnere og 
leverandører. Styret har i løpet av høsten 2024 samarbeidet med forretningsfører for 
utarbeidelse av budsjett for 2025.   
 
Styret har godkjent 26 nye andelseiere i løpet av det siste året. 
 
Det har vært meldt inn noen saker på borettslagets forsikring knyttet til hærverk. 
Skadene er nå utbedret. Styret vil minne om at beboere ikke må slippe fremmede inn i 
garasje eller inngangsdør. 
 
Styret siden forrige årsmøte mottatt nærmere 1200 mailhenvendelser, behandlet flere 
hundre beboerhenvendelser via Vibbo, samt et hundretalls telefonhenvendelser. Styret 
ønsker å understreke at alle beboere skal benytte seg av Vibbo som primær kanal for 
henvendelser til styret. Dette forenkler oppfølging og gir redusert svartid. 
 
FREMTIDIG VEDLIKEHOLDBEHOV 
Styret har tidligere innhentet en vedlikeholdsplan fra OBOS Prosjekt og bruker denne i 
planlegging av fremtidig vedlikehold. Neste store, planlagte, tiltak vil være rengjøring av 
balkonger sommeren 2025. Tilbud er innhentet og leverandør er valgt. 
 
UTLEIEBODER 
Borettslaget har nå 76 utleieboder fordelt på flere rom i de to garasjeanleggene. Det har 
de siste årene vært stabilt høyt belegg på 90-100 %. Det er også tillatt for leietakere 
(hybelboere) å leie/benytte borettslagets utleieboder. 
 
ADGANGSKONTROLL OG SIKKERHET 
Borettslaget har OBOS Nøkkel/Unloc og Salto adgangskontroll for skallsikring. Både 
adgangsbrikker og fysiske nøkler kan bestilles via Vibbo. De fysiske systemnøklene kan 
ikke lenger brukes for å få tilgang til blokker og garasje. Det er likevel viktig å ta vare på 
disse, da de gir tilgang til postkasser og strømskap, i tillegg til andelseierens egen 
leilighetsdør. I Sinsenveien 5A ble defekt callinganlegg skiftet ut med nytt fra Defigo i 
2022. Høsten 2024 ble det installert callinganlegg fra Unloc i 5B, 7 og 9.  
Våren 2025 ble 3G-nettet slukket og i den forbindelse måtte det installeres nye 
mottakere i garasjeanlegg. Garasjeporter kan nå åpnes med app på telefon eller 
portåpner. 
 
LADEMULIGHET FOR EL-BIL 
Borettslaget har fått installert spredningsnett for EL-biler. Eierne til bruksretten for 
garasjeplassene har fra og med sent høst 2015 hatt mulighet til å bestille egne 
lademuligheter fra Lefdal installasjon AS, selskapet som har ansvaret for borettslagets 
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elektriske anlegg. Eier av bruksrett må selv dekke alle omkostninger ved installasjon. 
Borettslaget har lagt opp internmålere for nåværende og fremtidige elbilladere, for enkel 
avlesning av forbruk. Forbruk faktureres etterskuddsvis per år. Borettslaget har per i dag 
ingen mulighet for «intelligent» strømbruk. Det vil si at vi ikke har begrensninger på 
effekttopper og vi har ingen mulighet til å differensiere garasjeplasseiernes kWh-pris 
avhengig av når på døgnet eller året forbruket skjer.  
 
HEISANLEGGET 
Heisanleggets driftsstabilitet er sterkt påvirket av beboernes bruk av heisene. Alt 
arbeidet på heisene har vært dekket av borettslagets serviceavtale. Ellers har det vært 
noen heisstanser i grunnet fastkilte fremmedlegemer som søppel og grus i sporet til 
heisdøren, men vaktmester er kurset i restarting av heisene, og dette, samt rengjøring av 
dørspor, har som regel vært tilstrekkelig til å få heisene i gang igjen. 
 
EL-KONTROLL 
Borettslaget har en årlig service- og ettersynavtale med Lefdal Installasjon AS for 
ettersyn og kontroll av borettslagets EL-anlegg. Styret har bestilt utbedring på de 
avvikene som ble avdekket i forbindelse med ettersyn. 
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REGISTRERINGSBLANKETT

Deltagelse på digitalt årsmøte 2025

Det ordinære årsmøte blir avholdt digitalt på vibbo.no. Dette skjemaet er for deg som ikke har mulighet til å 
avgi stemme digitalt.

Årsmøtet åpnes 27.06.25 og er åpent for avstemning i 3 dager
Siste dato for avstemning er 30.06.25
Selskapsnummer: 5546    Selskapsnavn: BORETTSLAGET CARL BERNER TERRASSER

BRUK BLOKKBOKSTAVER

Leilighetsnummer: Navn på eier(e):

Signatur:

Avstemning

Du stemmer ved å krysse av i boksen til venstre for ønsket alternativ.

Sak 1 Valg av møteleder

Sondre K. Steigen fra OBOS er valgt.

For

Mot

Sak 2 Valg av protokollvitner

Sigurd Nygaard Wathne og Per Stian Magnerud Larsen er valgt.

For

Mot

Sak 3 Godkjenning av møteinnkallingen

Møteinnkallingen godkjennes

For

Mot
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Sak 4 Årsrapport og årsregnskap

Årsrapport og årsregnskap godkjennes. 

For

Mot

Sak 5 Avretting av garasjedekke for å forhindre vannintrenging i bodareal

Det gjennomføres ikke avretting av garasjedekket, og de berørte parter tilbys bodskifte etter hvert som 
utleiebodene blir tilgjengelig.  

For

Mot

Sak 6 Seksjonering av andel 228

Seksjonering godkjennes

For

Mot

Sak 7 Seksjonering av andel 160

Seksjonering godkjennes

For

Mot

Sak 8 Seksjonering av andel 155

Seksjonering godkjennes

For

Mot

Sak 9 Fastsettelse av honorar

Styrets godtgjørelse settes til 462 000 kroner. 

For

Mot
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Sak 10 Fastsettelse av honorar til valgkomite

Valgkomitees godtgjørelse settes til kr 10 000

For

Mot

Sak 11 Valg av tillitsvalgte

Styreleder (kun 1 skal velges)

Mathias Iversen

Styremedlem (kun 3 skal velges)

Helene T. Lønvik

Josefine Sundberg

Peter Gørbitz

Snorre Ervik Fossheim

Stein Helge Eide

William Magnor

Varamedlem (kun 4 skal velges)

Helene T. Lønvik

Josefine Sundberg

Peter Gørbitz

Sigurd N. Wathne

Snorre Ervik Fossheim

Stein Helge Eide

William Magnor
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OBOS Eiendoms-  
forvaltning AS

Hammersborg torg 1  
Postboks 6668, St. Olavs plass
0129 Oslo
Telefon: 22 86 55 00 
www.obos.no
E-post: oef@obos.no

Ta vare på dette heftet, du kan få  
bruk for det senere, f.eks ved salg  
av boligen.



Protokoll til årsmøte 2025 for BORETTSLAGET CARL BERNER TERRASSER

Organisasjonsnummer: 986841709
Møtet ble gjennomført heldigitalt fra 27. juni kl. 20:00 til 30. juni kl. 20:00.

Antall stemmeberettigede som deltok: 99.

Følgende saker ble behandlet på årsmøtet:

1. Valg av møteleder

Møtelederen sørger for at møtet blir avviklet etter lovens regler og er ansvarlig for at det føres protokoll. Hvis 
ikke årsmøtet velger en møteleder eller den foreslåtte møtelederen ikke blir valgt, er det styrets leder som etter 
loven er møteleder.

Forslag til vedtak:
Sondre K. Steigen fra OBOS er valgt.

Forslaget ble vedtatt

Antall stemmer for vedtaket: 79
Antall stemmer mot vedtaket: 0
Antall blanke stemmer: 20
Flertallskrav: Alminnelig (50%)

2. Valg av protokollvitner

Valg av to eiere til å signere protokollen.

Forslag til vedtak:
Sigurd Nygaard Wathne og Per Stian Magnerud Larsen er valgt.

Forslaget ble vedtatt

Antall stemmer for vedtaket: 78
Antall stemmer mot vedtaket: 0
Antall blanke stemmer: 21
Flertallskrav: Alminnelig (50%)

3. Godkjenning av møteinnkallingen

Det ble foreslått å godkjenne den måten årsmøtet er innkalt på.

Forslag til vedtak:
Møteinnkallingen godkjennes

Forslaget ble vedtatt

Antall stemmer for vedtaket: 77
Antall stemmer mot vedtaket: 0
Antall blanke stemmer: 22
Flertallskrav: Alminnelig (50%)

4. Årsrapport og årsregnskap
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a) Godkjenning av årsrapport og årsregnskap

b) Styret foreslår overføring av årets resultat til egenkapital. 

Forslag til vedtak:
Årsrapport og årsregnskap godkjennes. 

Forslaget ble vedtatt

Antall stemmer for vedtaket: 72
Antall stemmer mot vedtaket: 0
Antall blanke stemmer: 27
Flertallskrav: Alminnelig (50%)

5. Avretting av garasjedekke for å forhindre vannintrenging i bodareal

Enkelte beboere sliter med vannansamling i bodarealene i garasjeanlegget. Dette er spesielt knyttet til perioder 
om vinteren når biler drar med seg store mengder snø inn i garasjen. Ettersom garasjeanlegget er bygget uten 
avløp fører dette til at snøen smelter og vannet samler seg i de laveste delene av garasjeanlegget.

Styret har vært i kontakt med flere entreprenører som har fått komme med forslag til løsning på problemet. 
Enkelte entreprenører som har vært på befaring har ikke ønsket å komme med tilbud da de ser den eneste 
fullgode løsningen som å legge nytt dekke i hele garasjeområdet - og denne kostnaden anses som alt for høy til 
at det er økonomisk gjennomførbart. 

Blant løsningene som er tilbudt finner styret kun ett alternativ som aktuelt, og det er at det avrettes og legges 
nytt dekke kun på enkelte problemområder for å lede vannet vekk fra bodene og mot midten av garasjen.  Denne 
løsningen har en estimert kostnad på mellom 400 000 og 500 000 kr ekskl. mva. 

 

Styrets innstilling
Problemet med vanninntrenging fra garasje til bodareal gjelder kun noen få beboere. Avretting ved de 
problemområder der vann samles i bodene er ikke noe styret anser som en fullgod løsning da det kun vil flytte 
vannet mot midten av garasjen.

Kostnadene forbundet med dette er også svært høye sett opp mot hvor få boder det er som sliter med denne 
problematikken. Styret ser det derfor ikke som hensiktsmessig å gjennomføre dette tiltaket.

Som et alternativ ønsker styret at de som har påvist problematikk med vannansamling i boden, tar kontakt med 
styret for muligheten til å bytte bod med en av utleiebodene, etter hvert som disse blir ledige. 

Forslag til vedtak:
Det gjennomføres ikke avretting av garasjedekket, og de berørte parter tilbys bodskifte etter hvert som 
utleiebodene blir tilgjengelig.  

Forslaget ble vedtatt

Antall stemmer for vedtaket: 69
Antall stemmer mot vedtaket: 15
Antall blanke stemmer: 15
Flertallskrav: Alminnelig (50%)

6. Seksjonering av andel 228
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Fremmet av: Christina Power Sjo

Andelseier 228 ønsker å seksjonere leiligheten sin i to enheter, hybel 28kvm og hoveddel 52kvm, eller som to 
like store enheter på 40 kvm hver.

Det vises til til årsmøte 2020 og 2023 hvor dette tidligere er godkjent.

Andelseier leier i dag ut hybeldelen, men ønsker muligheten til å selge den.  Det er et stort behov for mindre 
boenheter i Oslo, og for borettslaget  gir det stabilitet at flere eier sin egen andel, i stedet for å leie.  Det bidrar 
trolig også til at disse beboerne føler et økt ansvar for å  ta vare på naboskap, uteareal, og fellesområder.

Ved en eventuell seksjonering vil leiligheten deles slik:

Alternativ 1:

• Andel 228: 52 kvm – Sinsenveien 9

• Ny andel: 28 kvm – Sinsenveien 9

Alternativ 2:

• Andel 228: 40 kvm – Sinsenveien 9

• Ny andel: 40 kvm – Sinsenveien 9

Felleskostnader, borettsinnskudd og fellesgjeld vil etter seksjonering fordeles på de to enhetene, etter andelens 
eksisterende fordelingsnøkkel delt på kvadratmeter. En forutsetning for seksjonering er at andelseier får 
kjøpe en av borettslagets utleieboder. Styret har lagt til grunn en årlig utleieverdi på 5600 kroner, og en 
kapitaliseringsrente på 4%. Av dette beregnes en kjøpesum til 140.000 kroner, som faktureres andel 202. 
Øvrige, nødvendige kostnader tilknyttet seksjoneringen dekkes av andel 202. Dette inkluderer blant annet 
(ikke uttømmende) ny postkasse, nye nøkkelbrikker, påløpte administrative omkostninger, etablering av egen 
strømmåler for hybeldel. Dersom forslaget godkjennes, vil andelseier ha to år på seg til å gjennomføre 
seksjonering før godkjenningen løper ut. Dersom seksjonering ikke gjennomføres, bortfaller også avtale om 
kjøp av bod. Faktiske, påløpte kostnader for borettslaget vil likevel viderefaktureres.

Styrets innstilling
Styret finner gode argumenter for å godkjenne seksjonering. Borettslaget har generelt veldig mye utleie. Styret 
vurderer at omgjøring av en eller flere utleiedeler til fullstendige andeler over tid vil føre til mindre inn og 
utflytting og bedre naboskap som følge av flere engasjerte andelseiere. Styret har gjennom årene fått flere 
lignende henvendelser om seksjonering fra andelseierne, og temaet har også tidligere vært oppe tilbehandling 
på generalforsamling. Dette er for så vidt ikke overraskende, da seksjonering har potensiale til åtilføre 
andelen(e) en betydelig verdiøkning, samlet sett. Dersom vi gir vår godkjenning og en av andelseierneklarer 
å «bevise» at seksjonering er gjennomførbart, er det nærliggende å tro at dette vil gjøre våre 60- og 
80m2 andeler mer ettertraktet i fremtiden. I tillegg vil vi kunne lære av erfaringene de to andelseierne gjør 
seg, slik at prosessen blir enklere for neste andelseier som ønsker å seksjonere sin andel.  Kostnadene 
knyttet til saksbehandling og søknadsprosess hos Plan-og bygg ved seksjonering er for den gjeldende 
andelseier ikke ubetydelig, og dette har tidligere ført til at andelseiere som har fått innvilget seksjonering av 
generalforsamlingen i etterkant har avstått fra å gjennomføre prosessen fullt ut. I år er det tre andelseiere med 
identiske leiligheter som vil søke om seksjonering sammen, og slik kunne redusere kostnadene til den enkelte 
søker. Dette ser styret på som positivt da det øker sannsynligheten for gjennomføring. 

Ulempen ved å godkjenne seksjonering er at en av våre 73 utleieboder forsvinner. Det er til sammenligning 
176 utleiedeler. Følgelig vil det aldri være mulig å seksjonere ut samtlige utleiedeler, noe som sannsynligvis vil 
oppleves som urettferdigfor andelseier nummer 74 som ønsker å seksjonere sin andel. Styret vurderer likevel 
at denne ulempen kan minimeres ved at ledig bod overdras til markedspris, slik som foreslått. Videre er det, til 
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tross for meget godt belegg, ingen fare for at vi går helt tom for utleieboder innen overskuelig fremtid. Merk at 
generalforsamlingens godkjenning ikke alene er tilstrekkelig for å kunne gjennomføre seksjonering. Andelseier 
må også få endelig godkjennelse til seksjonering hos Oslo Plan- og Bygningsetat, og slik godkjennelse er ikke gitt 
ved tidligere forsøk. Etter en eventuelt vellykket seksjonering vil andelseier sitte igjen som eier av to andeler. 
Dette er ikke tillatt, så minst en av andelene må selges innen kort tid.

Forslag til vedtak:
Seksjonering godkjennes

Forslaget ble vedtatt

Antall stemmer for vedtaket: 76
Antall stemmer mot vedtaket: 5
Antall blanke stemmer: 18
Flertallskrav: To tredjedels (67%)

7. Seksjonering av andel 160

Fremmet av: Mathias Iversen

Andelseier 160 ønsker å seksjonere leiligheten sin i to enheter, hybel 28kvm og hoveddel 52kvm, eller som to 
like store enheter på 40 kvm hver.

Det vises til til årsmøte 2020 og 2023 hvor dette tidligere er godkjent.

Andelseier leier i dag ut hybeldelen, men ønsker muligheten til å selge den. Det er et stort behov for mindre 
boenheter i Oslo, og for borettslaget gir det stabilitet at flere eier sin egen andel, i stedet for å leie. Det bidrar 
trolig også til at disse beboerne føler et økt ansvar for å ta vare på naboskap, uteareal, og fellesområder.

Ved en eventuell seksjonering vil leiligheten deles slik:

Alternativ 1:

• Andel 160: 52 kvm – Sinsenveien 7

• Ny andel: 28 kvm – Sinsenveien 7

Alternativ 2:

• Andel 160: 40 kvm – Sinsenveien 7

• Ny andel: 40 kvm – Sinsenveien 7

Felleskostnader, borettsinnskudd og fellesgjeld vil etter seksjonering fordeles på de to enhetene, etter andelens 
eksisterende fordelingsnøkkel delt på kvadratmeter. En forutsetning for seksjonering er at andelseier får 
kjøpe en av borettslagets utleieboder. Styret har lagt til grunn en årlig utleieverdi på 5600 kroner, og en 
kapitaliseringsrente på 4%. Av dette beregnes en kjøpesum til 140.000 kroner, som faktureres andel 160. 
Øvrige, nødvendige kostnader tilknyttet seksjoneringen dekkes av andel 160. Dette inkluderer blant annet 
(ikke uttømmende) ny postkasse, nye nøkkelbrikker, påløpte administrative omkostninger, etablering av egen 
strømmåler for hybeldel. Dersom forslaget godkjennes, vil andelseier ha to år på seg til å gjennomføre 
seksjonering før godkjenningen løper ut. Dersom seksjonering ikke gjennomføres, bortfaller også avtale om 
kjøp av bod. Faktiske, påløpte kostnader for borettslaget vil likevel viderefaktureres.

Styrets innstilling
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Som forslag 8. Seksjonering av andel 228. Generalforsamlingen må påse at de andelseierne med de identiske 
forslagene ikke forskjellsbehandles. 

Forslag til vedtak:
Seksjonering godkjennes

Forslaget ble vedtatt

Antall stemmer for vedtaket: 76
Antall stemmer mot vedtaket: 5
Antall blanke stemmer: 18
Flertallskrav: To tredjedels (67%)

8. Seksjonering av andel 155

Fremmet av: Stein-Helge Eide

Andelseier 155 ønsker å seksjonere leiligheten sin i to enheter, hybel 28kvm og hoveddel 52kvm, eller som to 
like store enheter på 40 kvm hver.

Det vises til årsmøte 2020 og 2023 hvor dette tidligere er godkjent.

Andelseier leier i dag ut hybeldelen, men ønsker muligheten til å selge den. Det er et stort behov for mindre 
boenheter i Oslo, og for borettslaget gir det stabilitet at flere eier sin egen andel, i stedet for å leie. Det bidrar 
trolig også til at disse beboerne føler et økt ansvar for å ta vare på naboskap, uteareal, og fellesområder.

Ved en eventuell seksjonering vil leiligheten deles slik:

Alternativ 1:

• Andel 155: 52 kvm – Sinsenveien 7

• Ny andel: 28 kvm – Sinsenveien 7

Alternativ 2:

• Andel 155: 40 kvm – Sinsenveien 7

• Ny andel: 40 kvm – Sinsenveien 7

Felleskostnader, borettsinnskudd og fellesgjeld vil etter seksjonering fordeles på de to enhetene, etter andelens 
eksisterende fordelingsnøkkel delt på kvadratmeter. En forutsetning for seksjonering er at andelseier får 
kjøpe en av borettslagets utleieboder. Styret har lagt til grunn en årlig utleieverdi på 5 600 kroner, og en 
kapitaliseringsrente på 4%. Av dette beregnes en kjøpesum til 140 000 kroner, som faktureres andel 155. 
Øvrige, nødvendige kostnader tilknyttet seksjoneringen dekkes av andel 155. Dette inkluderer blant annet 
(ikke uttømmende) ny postkasse, nye nøkkelbrikker, påløpte administrative omkostninger, etablering av egen 
strømmåler for hybeldel. Dersom forslaget godkjennes, vil andelseier ha to år på seg til å gjennomføre 
seksjonering før godkjenningen løper ut. Dersom seksjonering ikke gjennomføres, bortfaller også avtale om 
kjøp av bod. Faktiske, påløpte kostnader for borettslaget vil likevel viderefaktureres.

Styrets innstilling
Som forslag 8 og 9. Generalforsamlingen må påse at de andelseierne med de identiske forslagene ikke 
forskjellsbehandles.

Forslag til vedtak:
Seksjonering godkjennes

 Transaksjon 09222115557550943738 Signert SKS2, SW, PSML



Forslaget ble vedtatt

Antall stemmer for vedtaket: 73
Antall stemmer mot vedtaket: 5
Antall blanke stemmer: 21
Flertallskrav: To tredjedels (67%)

9. Fastsettelse av honorar

Godtgjørelse for styret foreslås satt til kr 462 000,-. Styrehonoraret er KPI-justert fra forrige periode. 

Forslag til vedtak:
Styrets godtgjørelse settes til 462 000 kroner. 

Forslaget ble vedtatt

Antall stemmer for vedtaket: 65
Antall stemmer mot vedtaket: 10
Antall blanke stemmer: 24
Flertallskrav: Alminnelig (50%)

10. Fastsettelse av honorar til valgkomite

Godgjørelse for valgkomite foreslås satt til kr 10 000. 

Forslag til vedtak:
Valgkomitees godtgjørelse settes til kr 10 000

Forslaget ble vedtatt

Antall stemmer for vedtaket: 64
Antall stemmer mot vedtaket: 9
Antall blanke stemmer: 26
Flertallskrav: Alminnelig (50%)

11. Valg av tillitsvalgte

Valgkomiteens arbeid

Valgkomiteen har som mandat å innstille kandidater til borettslagets styre på vegne av alle andelseiere. 
Generalforsamlingen vil endelig votere over komiteens innstilling. Valgkomiteen består av Anette Schneider og 
Jon-Arve Hole Sagbakken som begge er andelseiere og har tidligere styreerfaring i borettslaget.

Arbeidet startet med samtaler med styreleder for å få en overordnet forståelse av hvordan det sittende styret 
fungerer, samt innsikt i det sittende styrets arbeidsform, sammensetning og behov fremover. Styreleder delte 
også refleksjoner rundt hvilke egenskaper og kompetanser det kan være viktig å ha med i det kommende styret, 
både for å sikre kontinuitet og for å møte fremtidige utfordringer.

Etter dette gjennomførte valgkomiteen samtaler med totalt åtte aktuelle kandidater. Alle intervjuene ble 
gjennomført med en fast agenda for å sikre lik behandling og et godt sammenligningsgrunnlag. Samtalene 
hadde fokus på motivasjon, relevant erfaring, tilgjengelighet og evne til å samarbeide og bidra til et 
velfungerende styre.
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Valgkomiteens vurderinger er basert på disse samtalene, i kombinasjon med behovene som er identifisert 
i dialog med styret. Det er lagt særlig vekt på kandidater med høy motivasjon, god rolleforståelse, 
samarbeidsevne og kapasitet til å bidra aktivt i styrets arbeid. Det er også vektlagt en balanse mellom 
kontinuitet og fornyelse.

Årets kandidater oppleves svært gode med stor grad av relevant kompetanse og erfaring. Det har vært et 
generelt høyt nivå preget av motiverte og engasjerte kandidater.

Valgkomiteens innstilling

Styreleder: Mathias Iversen

Styremedlem 1: Karina Lindin (ikke på valg)

Styremedlem 2: Stein-Helge Eide

Styremedlem 3: Snorre Ervik Fossheim

Styremedlem 4: Josefine Sundberg

Vara 1: William Magnor

Vara 2: Sigurd N. Wathne

Vara 3: Helene T. Lønvik

Vara 4: Peter Gørbitz

Valgkomiteens begrunnelse:

Styreleder: Mathias Iversen

Komiteen innstiller Mathias Iversen som styreleder. Han har vært styreleder de siste to år, noe som har fungert 
svært godt. Det har heller ikke fremkommet andre som ønsket rollen.

Styremedlem 2: Stein-Helge Eide

Valgkomiteen innstiller Stein-Helge som styremedlem på bakgrunn av at han har lang styreerfaring og 
samarbeider godt i dagens styre. Hans fortsettelse bidrar til kontinuitet, noe som valgkomiteen anser som viktig. 
Stein Helge har også vist gjennomføringskraft og kompetanse innenfor viktige områder av styrearbeidet og gir 
uttrykk for sterkt engasjement og motivasjon til å bidra videre.

Styremedlem 3: Snorre Ervik Fossheim

Valgkomiteen innstiller Snorre som styremedlem basert på hans faglige bakgrunn, høye motivasjon og relevant 
erfaring. Han er utdannet sivilingeniør innen bygg og miljøteknikk og jobber med prosjektledelse, økonomi og 
HMS i store byggeprosjekter, kompetanse som er svært nyttig for styrets arbeid med vedlikehold og utvikling 
av borettslaget. 
I samtalen med komiteen fremstod han som tilgjengelig, løsningsorientert og engasjert, med evne til å håndtere 
konflikter på en rolig og medmenneskelig måte. Han har også god kjennskap til lokale entreprenører, noe som 
kan komme borettslaget til gode.

Styremedlem 4: Josefine Sundberg

Valgkomiteen innstiller Josefine som styremedlem basert på hennes sterke motivasjon, relevante kompetanse 
og tydelige engasjement for borettslagets bomiljø. Hun har master i finans fra NHH, erfaring fra både privat og 
offentlig sektor, og har hatt frivillige verv med ansvar for økonomi og samarbeid på tvers av fagmiljøer.
I møtet med komiteen fremstod hun som strukturert, løsningsorientert og med høy arbeidskapasitet. Hun 
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uttrykte særlig interesse for forbedringer knyttet til takterrasser, avfallshåndtering og trivselstiltak. Fra høsten 
vil hun være fulltidsstudent, noe som gir fleksibilitet i tid og tilgjengelighet.

Styreleder (2 år)

Følgende ble valgt:
Mathias Iversen (65 stemmer)

Følgende stilte til valg:
Mathias Iversen

Styremedlem (2 år)

Følgende ble valgt:
Stein Helge Eide (46 stemmer)
Snorre Ervik Fossheim (42 stemmer)
Josefine Sundberg (47 stemmer)

Følgende stilte til valg:
Stein Helge Eide
Snorre Ervik Fossheim
Peter Gørbitz
Helene T. Lønvik
William Magnor
Josefine Sundberg

Varamedlem (1 år)

Følgende ble valgt:
Peter Gørbitz (22 stemmer)
Helene T. Lønvik (42 stemmer)
William Magnor (38 stemmer)
Sigurd N. Wathne (48 stemmer)

Følgende stilte til valg:
Stein Helge Eide
Snorre Ervik Fossheim
Peter Gørbitz
Helene T. Lønvik
William Magnor
Josefine Sundberg
Sigurd N. Wathne
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Digital Signature Documentation

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Purpose

2. Overview

2.1 Digital Signatures

2.2 Cryptographic Hash Functions

2.3 Key-based digital signatures

2.4 Keyless digital signatures for durability

2.5 Verifiable timestamps using keyless signatures

3. How to Verify the Evidence Package

3.1 Extracting the Signature

3.2 Parsing the Signature

3.3 Checking the Document

3.4 Checking the Signature

3.5 Checking the Publication

3.6 Conclusion

4. Hash Functions

5. Extracting the Signing Time

6. Extending the TimeSignature

7. References

1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-07-01 07:57:52.274681 UTC ±20 ms

    		2025-07-01 07:15:23.749247 UTC

    		

      54.72.249.47

      

        Scrive eSign GO

      

    

    		

      

        The initiator Sondre Kvalvik Steigen (SKS1) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_NO, c) set the signing due date to 2025-07-15 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-07-01 07:57:52.274681 UTC ±20 ms

    		2025-07-01 07:15:23.749247 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via SMS (+4797758874) to Sondre K. Steigen (SKS2). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-07-01 07:57:52.274681 UTC ±20 ms

    		2025-07-01 07:15:23.749247 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via SMS (+4790604090) to Sigurd Wathne (SW). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-07-01 07:57:52.274681 UTC ±20 ms

    		2025-07-01 07:15:23.749247 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via SMS (+4746400555) to Per Stian Magnerud Larsen (PSML). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-07-01 07:58:00.433675 UTC ±20 ms

    		2025-07-01 07:15:23.749247 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Sondre K. Steigen (SKS2) was delivered.

      


    

  



  

  

    		2025-07-01 07:58:00.481347 UTC ±20 ms

    		2025-07-01 07:15:23.749247 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Sigurd Wathne (SW) was delivered.

      


    

  



  

  

    		2025-07-01 07:58:06.436132 UTC ±20 ms

    		2025-07-01 07:15:23.749247 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Per Stian Magnerud Larsen (PSML) was delivered.

      


    

  



  

  

    		2025-07-01 07:58:52.707702 UTC ±21 ms

    		2025-07-01 07:15:23.749247 UTC

    		

      178.232.165.40

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Sondre K. Steigen (SKS2) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-07-01 07:59:06.356134 UTC ±21 ms

    		2025-07-01 07:15:23.749247 UTC

    		

      178.232.165.40

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Sondre K. Steigen (SKS2) signed the document.

      


    

  



  

  

    		2025-07-01 08:20:30.712425 UTC ±3 ms

    		2025-07-01 08:15:26.10437 UTC

    		

      88.88.32.136

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/137.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Per Stian Magnerud Larsen (PSML) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-07-01 08:20:40.658217 UTC ±3 ms

    		2025-07-01 08:15:26.10437 UTC

    		

      88.88.32.136

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/137.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Per Stian Magnerud Larsen (PSML) signed the document.

      


    

  



  

  

    		2025-07-01 10:03:42.258392 UTC ±11 ms

    		2025-07-01 09:15:27.987056 UTC

    		

      89.8.131.245

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/28.0 Chrome/130.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Sigurd Wathne (SW) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-07-01 10:05:19.594337 UTC ±12 ms

    		2025-07-01 09:15:27.987056 UTC

    		

      89.8.131.245

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/28.0 Chrome/130.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Sigurd Wathne (SW) signed the document.

      


    

  



  

  

    		2025-07-01 10:05:19.594337 UTC ±12 ms

    		2025-07-01 09:15:27.987056 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-07-01 10:05:19.991914 UTC ±12 ms

    		2025-07-01 09:15:27.987056 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the the empirical distribution function.
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 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.
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 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]
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4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.01 ms

		standard deviation: 1.41 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈92.346%

		|e| < 5 ms: ≈99.960%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-05-20 17:41:09.222647 UTC and 2025-07-01 09:15:27.987056 UTC:







  		Time collected

  		Clock offset







  

    		2025-05-20 17:41:09.222647

    		-0.6 ms

  





  

    		2025-05-20 18:41:11.53708

    		2.9 ms

  





  

    		2025-05-20 19:41:13.413298

    		1.7 ms

  





  

    		2025-05-20 20:41:16.035822

    		-1.4 ms

  





  

    		2025-05-20 21:41:17.770745

    		-0.2 ms

  





  

    		2025-05-20 22:41:19.378015

    		0.0 ms

  





  

    		2025-05-20 23:41:20.956213

    		0.2 ms

  





  

    		2025-05-21 00:41:22.533849

    		-1.1 ms

  





  

    		2025-05-21 01:41:24.244774

    		1.3 ms

  





  

    		2025-05-21 02:41:25.917787

    		1.7 ms

  





  

    		2025-05-21 03:41:29.66199

    		0.4 ms

  





  

    		2025-05-21 04:41:31.318258

    		-0.8 ms

  





  

    		2025-05-21 05:41:33.080253

    		2.0 ms

  





  

    		2025-05-21 06:41:35.317462

    		-0.3 ms

  





  

    		2025-05-21 07:41:37.412046

    		1.2 ms

  





  

    		2025-05-21 08:41:39.187068

    		6.6 ms

  





  

    		2025-05-21 09:41:40.933403

    		1.0 ms

  





  

    		2025-05-21 10:41:42.932232

    		0.1 ms

  





  

    		2025-05-21 11:41:44.515418

    		0.2 ms

  





  

    		2025-05-21 12:41:47.160645

    		-0.6 ms

  





  

    		2025-05-21 13:41:48.693368

    		0.0 ms

  





  

    		2025-05-21 14:41:50.321157

    		3.0 ms

  





  

    		2025-05-21 15:41:51.778047

    		-0.8 ms

  





  

    		2025-05-21 16:41:54.790545

    		1.5 ms

  





  

    		2025-05-21 17:41:56.980408

    		1.4 ms

  





  

    		2025-05-21 18:41:58.505191

    		1.8 ms

  





  

    		2025-05-21 19:42:00.364754

    		4.8 ms

  





  

    		2025-05-21 20:42:01.935683

    		3.8 ms

  





  

    		2025-05-21 21:42:03.597335

    		0.1 ms

  





  

    		2025-05-21 22:42:05.363521

    		2.7 ms

  





  

    		2025-05-21 23:42:09.130537

    		0.7 ms

  





  

    		2025-05-22 00:42:10.882873

    		3.5 ms

  





  

    		2025-05-22 01:42:13.094199

    		-10.3 ms

  





  

    		2025-05-22 02:42:14.937169

    		-10.3 ms

  





  

    		2025-05-22 03:42:16.522503

    		-0.5 ms

  





  

    		2025-05-22 04:42:18.500261

    		-1.0 ms

  





  

    		2025-05-22 05:42:20.19855

    		1.3 ms

  





  

    		2025-05-22 06:42:22.84094

    		-0.5 ms

  





  

    		2025-05-22 07:42:24.361987

    		0.2 ms

  





  

    		2025-05-22 08:42:26.267687

    		-1.1 ms

  





  

    		2025-05-22 09:42:27.827402

    		2.9 ms

  





  

    		2025-05-22 10:42:30.019816

    		-5.2 ms

  





  

    		2025-05-22 11:42:31.926998

    		-0.1 ms

  





  

    		2025-05-22 12:42:34.758462

    		1.2 ms

  





  

    		2025-05-22 13:42:36.925256

    		1.4 ms

  





  

    		2025-05-22 14:42:38.490392

    		1.1 ms

  





  

    		2025-05-22 15:42:40.162427

    		-1.5 ms

  





  

    		2025-05-22 16:42:41.868621

    		0.1 ms

  





  

    		2025-05-22 17:42:44.351051

    		0.2 ms

  





  

    		2025-05-22 18:42:47.102136

    		-0.4 ms

  





  

    		2025-05-22 19:42:49.18772

    		2.3 ms

  





  

    		2025-05-22 20:42:53.558403

    		-0.7 ms

  





  

    		2025-05-22 21:42:55.241528

    		0.3 ms

  





  

    		2025-05-22 22:42:56.834536

    		-2.9 ms

  





  

    		2025-05-22 23:43:00.458727

    		-0.9 ms

  





  

    		2025-05-23 00:43:02.518418

    		-1.9 ms

  





  

    		2025-05-23 01:43:04.040937

    		0.6 ms

  





  

    		2025-05-23 02:43:05.506288

    		1.9 ms

  





  

    		2025-05-23 03:43:07.165867

    		1.9 ms

  





  

    		2025-05-23 04:43:08.675438

    		-1.2 ms

  





  

    		2025-05-23 05:43:10.425221

    		-1.7 ms

  





  

    		2025-05-23 06:43:11.882874

    		1.7 ms

  





  

    		2025-05-23 07:43:13.469432

    		3.5 ms

  





  

    		2025-05-23 08:43:15.182113

    		-0.3 ms

  





  

    		2025-05-23 09:43:16.820743

    		2.2 ms

  





  

    		2025-05-23 10:43:18.296023

    		-0.7 ms

  





  

    		2025-05-23 11:43:21.095618

    		-0.7 ms

  





  

    		2025-05-23 12:43:23.104342

    		-1.9 ms

  





  

    		2025-05-23 13:43:26.113399

    		1.1 ms

  





  

    		2025-05-23 14:43:28.512571

    		0.2 ms

  





  

    		2025-05-23 15:43:31.087619

    		-0.4 ms

  





  

    		2025-05-23 16:43:34.014263

    		0.0 ms

  





  

    		2025-05-23 17:43:35.883782

    		-1.3 ms

  





  

    		2025-05-23 18:43:38.225187

    		0.8 ms

  





  

    		2025-05-23 19:43:40.497394

    		1.4 ms

  





  

    		2025-05-23 20:43:42.09799

    		1.5 ms

  





  

    		2025-05-23 21:43:43.657583

    		1.5 ms

  





  

    		2025-05-23 22:43:45.082429

    		-0.8 ms

  





  

    		2025-05-23 23:43:49.080854

    		-0.3 ms

  





  

    		2025-05-24 00:43:50.695358

    		-0.2 ms

  





  

    		2025-05-24 01:43:54.765078

    		1.0 ms

  





  

    		2025-05-24 02:43:56.3103

    		-0.3 ms

  





  

    		2025-05-24 03:43:57.977094

    		1.1 ms

  





  

    		2025-05-24 04:44:00.040701

    		0.8 ms

  





  

    		2025-05-24 05:44:01.827706

    		0.0 ms

  





  

    		2025-05-24 06:44:04.446386

    		-4.2 ms

  





  

    		2025-05-24 07:44:06.161544

    		1.4 ms

  





  

    		2025-05-24 08:44:08.011613

    		-0.9 ms

  





  

    		2025-05-24 09:44:09.653932

    		-1.9 ms

  





  

    		2025-05-24 10:44:11.40617

    		4.7 ms

  





  

    		2025-05-24 11:44:14.05526

    		0.1 ms

  





  

    		2025-05-24 12:44:15.908035

    		-0.2 ms

  





  

    		2025-05-24 13:44:17.373739

    		-1.4 ms

  





  

    		2025-05-24 14:44:18.861882

    		0.1 ms

  





  

    		2025-05-24 15:44:20.483512

    		1.1 ms

  





  

    		2025-05-24 16:44:22.97741

    		0.4 ms

  





  

    		2025-05-24 17:44:26.621468

    		-1.2 ms

  





  

    		2025-05-24 18:44:28.820677

    		1.9 ms

  





  

    		2025-05-24 19:44:30.921538

    		1.6 ms

  





  

    		2025-05-24 20:44:33.161259

    		1.4 ms

  





  

    		2025-05-24 21:44:34.828644

    		-0.8 ms

  





  

    		2025-05-24 22:44:36.336263

    		1.8 ms

  





  

    		2025-05-24 23:44:40.020675

    		-1.4 ms

  





  

    		2025-05-25 00:44:41.852498

    		0.2 ms

  





  

    		2025-05-25 01:44:46.270434

    		1.2 ms

  





  

    		2025-05-25 02:44:47.987607

    		1.3 ms

  





  

    		2025-05-25 03:44:52.497914

    		-1.9 ms

  





  

    		2025-05-25 04:44:54.08417

    		-2.5 ms

  





  

    		2025-05-25 05:44:55.942042

    		-0.5 ms

  





  

    		2025-05-25 06:44:58.6099

    		0.4 ms

  





  

    		2025-05-25 07:45:00.366411

    		1.0 ms

  





  

    		2025-05-25 08:45:02.155996

    		2.2 ms

  





  

    		2025-05-25 09:45:03.982663

    		1.2 ms

  





  

    		2025-05-25 10:45:06.023576

    		0.0 ms

  





  

    		2025-05-25 11:45:08.068663

    		0.9 ms

  





  

    		2025-05-25 12:45:09.790103

    		-2.8 ms

  





  

    		2025-05-25 13:45:11.861558

    		1.1 ms

  





  

    		2025-05-25 14:45:14.275092

    		1.0 ms

  





  

    		2025-05-25 15:45:16.690324

    		0.8 ms

  





  

    		2025-05-25 16:45:18.647911

    		1.2 ms

  





  

    		2025-05-25 17:45:22.544458

    		-0.8 ms

  





  

    		2025-05-25 18:45:24.419659

    		-1.6 ms

  





  

    		2025-05-25 19:45:26.800885

    		1.8 ms

  





  

    		2025-05-25 20:45:28.498383

    		-0.5 ms

  





  

    		2025-05-25 21:45:30.278799

    		-0.8 ms

  





  

    		2025-05-25 22:45:32.172212

    		0.3 ms

  





  

    		2025-05-25 23:45:33.885727

    		-1.4 ms

  





  

    		2025-05-26 00:45:35.656847

    		-1.5 ms

  





  

    		2025-05-26 01:45:37.612763

    		-1.2 ms

  





  

    		2025-05-26 02:45:39.45628

    		-1.6 ms

  





  

    		2025-05-26 03:45:41.047913

    		-1.8 ms

  





  

    		2025-05-26 04:45:42.652738

    		-0.7 ms

  





  

    		2025-05-26 05:45:45.050264

    		1.1 ms

  





  

    		2025-05-26 06:45:46.664325

    		-16.0 ms

  





  

    		2025-05-26 07:45:48.26841

    		0.8 ms

  





  

    		2025-05-26 08:45:49.889159

    		-1.7 ms

  





  

    		2025-05-26 09:45:52.427321

    		-2.2 ms

  





  

    		2025-05-26 10:45:54.140797

    		-3.0 ms

  





  

    		2025-05-26 11:45:56.773926

    		2.9 ms

  





  

    		2025-05-26 12:45:59.2562

    		1.6 ms

  





  

    		2025-05-26 13:46:00.72154

    		0.3 ms

  





  

    		2025-05-26 14:46:02.608982

    		0.1 ms

  





  

    		2025-05-26 15:46:04.117518

    		1.0 ms

  





  

    		2025-05-26 16:46:06.803476

    		-1.8 ms

  





  

    		2025-05-26 17:46:09.225492

    		-0.8 ms

  





  

    		2025-05-26 18:46:13.208246

    		2.8 ms

  





  

    		2025-05-26 19:46:14.799732

    		-1.1 ms

  





  

    		2025-05-26 20:46:16.547815

    		-1.8 ms

  





  

    		2025-05-26 21:46:18.258288

    		-1.0 ms

  





  

    		2025-05-26 22:46:20.198512

    		1.0 ms

  





  

    		2025-05-26 23:46:21.818925

    		-0.8 ms

  





  

    		2025-05-27 00:46:23.978301

    		0.3 ms

  





  

    		2025-05-27 01:46:25.951833

    		0.9 ms

  





  

    		2025-05-27 02:46:29.779183

    		-1.9 ms

  





  

    		2025-05-27 03:46:31.572545

    		-0.1 ms

  





  

    		2025-05-27 04:46:33.070001

    		0.1 ms

  





  

    		2025-05-27 05:46:34.788545

    		-1.2 ms

  





  

    		2025-05-27 06:46:36.226909

    		-14.1 ms

  





  

    		2025-05-27 07:46:38.063262

    		1.3 ms

  





  

    		2025-05-27 08:46:40.280618

    		-2.0 ms

  





  

    		2025-05-27 09:46:41.820307

    		-1.0 ms

  





  

    		2025-05-27 10:46:43.691382

    		0.5 ms

  





  

    		2025-05-27 11:46:45.228022

    		-0.2 ms

  





  

    		2025-05-27 12:46:46.779861

    		1.2 ms

  





  

    		2025-05-27 13:46:48.968233

    		2.9 ms

  





  

    		2025-05-27 14:46:50.722259

    		-0.8 ms

  





  

    		2025-05-27 15:46:52.230079

    		0.1 ms

  





  

    		2025-05-27 16:46:53.720839

    		0.1 ms

  





  

    		2025-05-27 17:46:55.305446

    		2.3 ms

  





  

    		2025-05-27 18:46:57.472442

    		1.2 ms

  





  

    		2025-05-27 19:47:00.534512

    		-0.9 ms

  





  

    		2025-05-27 20:47:02.803188

    		1.4 ms

  





  

    		2025-05-27 21:47:04.412879

    		-0.7 ms

  





  

    		2025-05-27 22:47:06.002033

    		-1.8 ms

  





  

    		2025-05-27 23:47:07.589335

    		-2.9 ms

  





  

    		2025-05-28 00:47:10.201398

    		-1.6 ms

  





  

    		2025-05-28 01:47:11.730568

    		-1.1 ms

  





  

    		2025-05-28 02:47:13.214646

    		0.2 ms

  





  

    		2025-05-28 03:47:14.632396

    		0.9 ms

  





  

    		2025-05-28 04:47:18.670695

    		-2.2 ms

  





  

    		2025-05-28 05:47:21.144845

    		1.0 ms

  





  

    		2025-05-28 06:47:23.10098

    		-0.8 ms

  





  

    		2025-05-28 07:47:24.86753

    		8.1 ms

  





  

    		2025-05-28 08:47:27.428746

    		0.1 ms

  





  

    		2025-05-28 09:47:29.285799

    		1.4 ms

  





  

    		2025-05-28 10:47:30.989036

    		-0.1 ms

  





  

    		2025-05-28 11:47:32.441275

    		-1.0 ms

  





  

    		2025-05-28 12:47:33.974917

    		0.9 ms

  





  

    		2025-05-28 13:47:35.535481

    		-0.7 ms

  





  

    		2025-05-28 14:47:37.228084

    		2.6 ms

  





  

    		2025-05-28 15:47:38.963068

    		0.8 ms

  





  

    		2025-05-28 16:47:41.323099

    		-1.4 ms

  





  

    		2025-05-28 17:47:45.100589

    		-0.6 ms

  





  

    		2025-05-28 18:47:47.463582

    		0.1 ms

  





  

    		2025-05-28 19:47:49.845063

    		0.7 ms

  





  

    		2025-05-28 20:47:51.38072

    		1.3 ms

  





  

    		2025-05-28 21:47:52.906879

    		1.3 ms

  





  

    		2025-05-28 22:47:54.516813

    		1.7 ms

  





  

    		2025-05-28 23:47:56.43454

    		-2.3 ms

  





  

    		2025-05-29 00:47:57.969024

    		-1.6 ms

  





  

    		2025-05-29 01:47:59.923395

    		-2.3 ms

  





  

    		2025-05-29 02:48:01.466104

    		-2.3 ms

  





  

    		2025-05-29 03:48:03.520444

    		1.8 ms

  





  

    		2025-05-29 04:48:05.178764

    		0.9 ms

  





  

    		2025-05-29 05:48:06.917546

    		1.4 ms

  





  

    		2025-05-29 06:48:08.561395

    		-0.5 ms

  





  

    		2025-05-29 07:48:10.306574

    		0.3 ms

  





  

    		2025-05-29 08:48:13.278843

    		1.1 ms

  





  

    		2025-05-29 09:48:14.738243

    		-0.8 ms

  





  

    		2025-05-29 10:48:16.81252

    		0.8 ms

  





  

    		2025-05-29 11:48:18.767239

    		-0.6 ms

  





  

    		2025-05-29 12:48:20.362582

    		3.6 ms

  





  

    		2025-05-29 13:48:21.994235

    		2.2 ms

  





  

    		2025-05-29 14:48:24.635489

    		0.3 ms

  





  

    		2025-05-29 15:48:27.11875

    		1.7 ms

  





  

    		2025-05-29 16:48:30.145758

    		-0.1 ms

  





  

    		2025-05-29 17:48:33.352042

    		-0.1 ms

  





  

    		2025-05-29 18:48:35.651981

    		-0.2 ms

  





  

    		2025-05-29 19:48:37.508336

    		-0.8 ms

  





  

    		2025-05-29 20:48:39.37196

    		-0.7 ms

  





  

    		2025-05-29 21:48:42.785852

    		0.5 ms

  





  

    		2025-05-29 22:48:44.448486

    		-2.8 ms

  





  

    		2025-05-29 23:48:46.33669

    		-4.2 ms

  





  

    		2025-05-30 00:48:48.044094

    		-1.7 ms

  





  

    		2025-05-30 01:48:49.60559

    		-2.2 ms

  





  

    		2025-05-30 02:48:51.367589

    		1.7 ms

  





  

    		2025-05-30 03:48:55.10025

    		1.0 ms

  





  

    		2025-05-30 04:48:56.656593

    		-1.9 ms

  





  

    		2025-05-30 05:48:58.373006

    		-0.5 ms

  





  

    		2025-05-30 06:49:00.147373

    		1.6 ms

  





  

    		2025-05-30 07:49:01.832852

    		1.6 ms

  





  

    		2025-05-30 08:49:03.405325

    		6.0 ms

  





  

    		2025-05-30 09:49:04.94683

    		5.8 ms

  





  

    		2025-05-30 10:49:06.548371

    		0.1 ms

  





  

    		2025-05-30 11:49:08.531272

    		-1.1 ms

  





  

    		2025-05-30 12:49:10.29039

    		1.5 ms

  





  

    		2025-05-30 13:49:12.3966

    		0.2 ms

  





  

    		2025-05-30 14:49:14.012551

    		-0.4 ms

  





  

    		2025-05-30 15:49:15.48809

    		-0.4 ms

  





  

    		2025-05-30 16:49:17.388694

    		1.1 ms

  





  

    		2025-05-30 17:49:19.127006

    		-1.0 ms

  





  

    		2025-05-30 18:49:21.55676

    		-0.4 ms

  





  

    		2025-05-30 19:49:23.237761

    		-3.4 ms

  





  

    		2025-05-30 20:49:25.546179

    		-1.2 ms

  





  

    		2025-05-30 21:49:27.502729

    		-0.7 ms

  





  

    		2025-05-30 22:49:29.418363

    		-1.2 ms

  





  

    		2025-05-30 23:49:31.032151

    		-1.3 ms

  





  

    		2025-05-31 00:49:32.674474

    		0.4 ms

  





  

    		2025-05-31 01:49:36.354993

    		0.0 ms

  





  

    		2025-05-31 02:49:37.893787

    		-1.4 ms

  





  

    		2025-05-31 03:49:39.514325

    		0.4 ms

  





  

    		2025-05-31 04:49:41.160156

    		-1.6 ms

  





  

    		2025-05-31 05:49:43.59465

    		0.5 ms

  





  

    		2025-05-31 06:49:45.346574

    		-1.4 ms

  





  

    		2025-05-31 07:49:48.039608

    		2.1 ms

  





  

    		2025-05-31 08:49:51.043128

    		-0.2 ms

  





  

    		2025-05-31 09:49:52.905015

    		0.2 ms

  





  

    		2025-05-31 10:49:54.878723

    		0.0 ms

  





  

    		2025-05-31 11:49:56.65867

    		2.6 ms

  





  

    		2025-05-31 12:49:58.541773

    		2.8 ms

  





  

    		2025-05-31 13:50:00.285904

    		0.5 ms

  





  

    		2025-05-31 14:50:03.246888

    		0.9 ms

  





  

    		2025-05-31 15:50:06.248256

    		-0.1 ms

  





  

    		2025-05-31 16:50:08.500301

    		-1.1 ms

  





  

    		2025-05-31 17:50:10.711631

    		0.7 ms

  





  

    		2025-05-31 18:50:12.546176

    		0.5 ms

  





  

    		2025-05-31 19:50:14.291465

    		0.6 ms

  





  

    		2025-05-31 20:50:16.158633

    		-1.0 ms

  





  

    		2025-05-31 21:50:17.943733

    		-1.7 ms

  





  

    		2025-05-31 22:50:19.768475

    		1.0 ms

  





  

    		2025-05-31 23:50:21.306668

    		-1.8 ms

  





  

    		2025-06-01 00:50:22.999183

    		-1.2 ms

  





  

    		2025-06-01 01:50:25.715435

    		-2.4 ms

  





  

    		2025-06-01 02:50:28.722474

    		1.5 ms

  





  

    		2025-06-01 03:50:30.2196

    		1.7 ms

  





  

    		2025-06-01 04:50:33.129726

    		3.0 ms

  





  

    		2025-06-01 05:50:35.506783

    		-0.3 ms

  





  

    		2025-06-01 06:50:37.639407

    		1.4 ms

  





  

    		2025-06-01 07:50:39.270935

    		0.8 ms

  





  

    		2025-06-01 08:50:41.245739

    		2.4 ms

  





  

    		2025-06-01 09:50:42.876786

    		-1.1 ms

  





  

    		2025-06-01 10:50:45.527105

    		1.6 ms

  





  

    		2025-06-01 11:50:47.86846

    		0.0 ms

  





  

    		2025-06-01 12:50:49.995891

    		-0.7 ms

  





  

    		2025-06-01 13:50:51.772284

    		0.7 ms

  





  

    		2025-06-01 14:50:53.433966

    		-0.2 ms

  





  

    		2025-06-01 15:50:55.454399

    		1.2 ms

  





  

    		2025-06-01 16:50:57.4761

    		0.6 ms

  





  

    		2025-06-01 17:51:00.129465

    		0.8 ms

  





  

    		2025-06-01 18:51:02.917923

    		0.6 ms

  





  

    		2025-06-01 19:51:05.482457

    		0.4 ms

  





  

    		2025-06-01 20:51:07.740677

    		-0.9 ms

  





  

    		2025-06-01 21:51:09.627557

    		-3.1 ms

  





  

    		2025-06-01 22:51:11.523745

    		-1.5 ms

  





  

    		2025-06-01 23:51:13.747482

    		-0.4 ms

  





  

    		2025-06-02 00:51:17.38255

    		-1.8 ms

  





  

    		2025-06-02 01:51:19.794207

    		-1.2 ms

  





  

    		2025-06-02 02:51:22.990943

    		-1.0 ms

  





  

    		2025-06-02 03:51:24.768049

    		1.1 ms

  





  

    		2025-06-02 04:51:26.745358

    		-1.1 ms

  





  

    		2025-06-02 05:51:28.479413

    		0.2 ms

  





  

    		2025-06-02 06:51:30.82464

    		0.0 ms

  





  

    		2025-06-02 07:51:33.007362

    		0.4 ms

  





  

    		2025-06-02 08:51:34.855923

    		-1.7 ms

  





  

    		2025-06-02 09:51:36.53167

    		1.3 ms

  





  

    		2025-06-02 10:51:38.544373

    		-0.4 ms

  





  

    		2025-06-02 11:51:40.53899

    		0.3 ms

  





  

    		2025-06-02 12:51:42.056559

    		2.7 ms

  





  

    		2025-06-02 13:51:44.034328

    		0.5 ms

  





  

    		2025-06-02 14:51:46.172226

    		0.5 ms

  





  

    		2025-06-02 15:51:47.944173

    		-3.1 ms

  





  

    		2025-06-02 16:51:50.091085

    		-7.1 ms

  





  

    		2025-06-02 17:51:51.710756

    		-4.0 ms

  





  

    		2025-06-02 18:51:55.617983

    		1.8 ms

  





  

    		2025-06-02 19:51:58.659954

    		1.4 ms

  





  

    		2025-06-02 20:52:00.391277

    		-0.3 ms

  





  

    		2025-06-02 21:52:01.904648

    		-0.1 ms

  





  

    		2025-06-02 22:52:03.370168

    		0.4 ms

  





  

    		2025-06-02 23:52:04.782988

    		-0.8 ms

  





  

    		2025-06-03 00:52:07.752509

    		-3.1 ms

  





  

    		2025-06-03 01:52:09.109088

    		0.2 ms

  





  

    		2025-06-03 02:52:11.721303

    		1.4 ms

  





  

    		2025-06-03 03:52:14.76804

    		1.4 ms

  





  

    		2025-06-03 04:52:16.318415

    		-1.8 ms

  





  

    		2025-06-03 05:52:18.124733

    		-2.3 ms

  





  

    		2025-06-03 06:52:19.887888

    		1.7 ms

  





  

    		2025-06-03 07:52:22.465127

    		2.0 ms

  





  

    		2025-06-03 08:52:24.284139

    		2.1 ms

  





  

    		2025-06-03 09:52:26.0629

    		1.2 ms

  





  

    		2025-06-03 10:52:28.817163

    		0.7 ms

  





  

    		2025-06-03 11:52:30.395536

    		-0.5 ms

  





  

    		2025-06-03 12:52:32.166404

    		0.3 ms

  





  

    		2025-06-03 13:52:33.908757

    		1.8 ms

  





  

    		2025-06-03 14:52:35.656524

    		-1.0 ms

  





  

    		2025-06-03 15:52:37.553307

    		-0.5 ms

  





  

    		2025-06-03 16:52:39.086879

    		-0.1 ms

  





  

    		2025-06-03 17:52:40.835774

    		-1.2 ms

  





  

    		2025-06-03 18:52:42.616136

    		-2.6 ms

  





  

    		2025-06-03 19:52:44.621139

    		0.9 ms

  





  

    		2025-06-03 20:52:46.845741

    		0.1 ms

  





  

    		2025-06-03 21:52:48.549818

    		-0.8 ms

  





  

    		2025-06-03 22:52:50.75899

    		0.3 ms

  





  

    		2025-06-03 23:52:53.625909

    		-1.1 ms

  





  

    		2025-06-04 00:52:55.326521

    		-0.6 ms

  





  

    		2025-06-04 01:52:58.496438

    		2.0 ms

  





  

    		2025-06-04 02:53:00.186898

    		2.3 ms

  





  

    		2025-06-04 03:53:01.992753

    		1.0 ms

  





  

    		2025-06-04 04:53:03.532416

    		-0.6 ms

  





  

    		2025-06-04 05:53:06.663242

    		0.6 ms

  





  

    		2025-06-04 06:53:09.394692

    		1.3 ms

  





  

    		2025-06-04 07:53:10.909674

    		-2.4 ms

  





  

    		2025-06-04 08:53:12.924886

    		-1.4 ms

  





  

    		2025-06-04 09:53:14.594255

    		1.1 ms

  





  

    		2025-06-04 10:53:16.732271

    		1.9 ms

  





  

    		2025-06-04 11:53:18.1883

    		-0.8 ms

  





  

    		2025-06-04 12:53:20.622017

    		1.1 ms

  





  

    		2025-06-04 13:53:22.468909

    		-0.7 ms

  





  

    		2025-06-04 14:53:24.77545

    		-4.3 ms

  





  

    		2025-06-04 15:53:26.526398

    		-5.8 ms

  





  

    		2025-06-04 16:53:29.305623

    		2.1 ms

  





  

    		2025-06-04 17:53:31.522957

    		-0.5 ms

  





  

    		2025-06-04 18:53:34.150273

    		-0.8 ms

  





  

    		2025-06-04 19:53:36.300298

    		-1.0 ms

  





  

    		2025-06-04 20:53:38.127031

    		0.9 ms

  





  

    		2025-06-04 21:53:40.048693

    		-0.4 ms

  





  

    		2025-06-04 22:53:42.162781

    		-1.7 ms

  





  

    		2025-06-04 23:53:43.980455

    		-2.1 ms

  





  

    		2025-06-05 00:53:45.725633

    		1.0 ms

  





  

    		2025-06-05 01:53:47.210604

    		1.2 ms

  





  

    		2025-06-05 02:53:48.784669

    		-0.4 ms

  





  

    		2025-06-05 03:53:50.449329

    		1.1 ms

  





  

    		2025-06-05 04:53:52.338794

    		-0.6 ms

  





  

    		2025-06-05 05:53:54.350718

    		-1.3 ms

  





  

    		2025-06-05 06:53:56.328918

    		0.2 ms

  





  

    		2025-06-05 07:53:57.993864

    		1.8 ms

  





  

    		2025-06-05 08:53:59.889316

    		2.7 ms

  





  

    		2025-06-05 09:54:01.467068

    		-1.0 ms

  





  

    		2025-06-05 10:54:03.779956

    		3.1 ms

  





  

    		2025-06-05 11:54:05.367584

    		-1.1 ms

  





  

    		2025-06-05 12:54:06.905781

    		1.9 ms

  





  

    		2025-06-05 13:54:08.869134

    		-1.3 ms

  





  

    		2025-06-05 14:54:10.694661

    		-1.7 ms

  





  

    		2025-06-05 15:54:14.411568

    		-0.2 ms

  





  

    		2025-06-05 16:54:16.810395

    		0.9 ms

  





  

    		2025-06-05 17:54:18.771062

    		-1.7 ms

  





  

    		2025-06-05 18:54:21.078379

    		0.3 ms

  





  

    		2025-06-05 19:54:22.846654

    		-1.8 ms

  





  

    		2025-06-05 20:54:24.881207

    		0.8 ms

  





  

    		2025-06-05 21:54:26.482691

    		-0.5 ms

  





  

    		2025-06-05 22:54:28.336495

    		0.1 ms

  





  

    		2025-06-05 23:54:30.784955

    		-1.5 ms

  





  

    		2025-06-06 00:54:33.963299

    		-6.3 ms

  





  

    		2025-06-06 01:54:35.697124

    		-6.3 ms

  





  

    		2025-06-06 02:54:37.33329

    		-0.8 ms

  





  

    		2025-06-06 03:54:38.996923

    		0.6 ms

  





  

    		2025-06-06 04:54:40.610291

    		0.2 ms

  





  

    		2025-06-06 05:54:42.587864

    		-1.9 ms

  





  

    		2025-06-06 06:54:44.934906

    		0.9 ms

  





  

    		2025-06-06 07:54:46.951503

    		1.9 ms

  





  

    		2025-06-06 08:54:49.792776

    		1.3 ms

  





  

    		2025-06-06 09:54:51.295516

    		1.8 ms

  





  

    		2025-06-06 10:54:53.63743

    		-0.6 ms

  





  

    		2025-06-06 11:54:55.717712

    		1.9 ms

  





  

    		2025-06-06 12:54:57.579788

    		-0.3 ms

  





  

    		2025-06-06 13:55:00.504438

    		1.0 ms

  





  

    		2025-06-06 14:55:02.378315

    		-1.6 ms

  





  

    		2025-06-06 15:55:03.97667

    		-0.4 ms

  





  

    		2025-06-06 16:55:05.715213

    		0.8 ms

  





  

    		2025-06-06 17:55:09.06025

    		1.3 ms

  





  

    		2025-06-06 18:55:11.790945

    		-0.6 ms

  





  

    		2025-06-06 19:55:14.299705

    		-2.0 ms

  





  

    		2025-06-06 20:55:16.220119

    		-1.0 ms

  





  

    		2025-06-06 21:55:17.778039

    		-1.4 ms

  





  

    		2025-06-06 22:55:19.333971

    		-0.6 ms

  





  

    		2025-06-06 23:55:21.576973

    		-2.0 ms

  





  

    		2025-06-07 00:55:23.289905

    		0.8 ms

  





  

    		2025-06-07 01:55:27.003892

    		-1.6 ms

  





  

    		2025-06-07 02:55:28.604092

    		0.6 ms

  





  

    		2025-06-07 03:55:30.633057

    		0.5 ms

  





  

    		2025-06-07 04:55:32.486066

    		1.3 ms

  





  

    		2025-06-07 05:55:36.135367

    		0.4 ms

  





  

    		2025-06-07 06:55:38.407827

    		2.8 ms

  





  

    		2025-06-07 07:55:40.189046

    		-0.5 ms

  





  

    		2025-06-07 08:55:42.155474

    		2.1 ms

  





  

    		2025-06-07 09:55:43.79474

    		0.9 ms

  





  

    		2025-06-07 10:55:45.352304

    		1.5 ms

  





  

    		2025-06-07 11:55:46.977474

    		0.7 ms

  





  

    		2025-06-07 12:55:48.85103

    		2.1 ms

  





  

    		2025-06-07 13:55:52.585837

    		-1.1 ms

  





  

    		2025-06-07 14:55:54.737677

    		-1.9 ms

  





  

    		2025-06-07 15:55:56.563784

    		-1.7 ms

  





  

    		2025-06-07 16:55:59.689621

    		-1.4 ms

  





  

    		2025-06-07 17:56:02.086202

    		-1.9 ms

  





  

    		2025-06-07 18:56:05.130969

    		-1.1 ms

  





  

    		2025-06-07 19:56:06.772215

    		-1.2 ms

  





  

    		2025-06-07 20:56:09.982351

    		-2.3 ms

  





  

    		2025-06-07 21:56:11.645606

    		-1.2 ms

  





  

    		2025-06-07 22:56:13.349533

    		-1.7 ms

  





  

    		2025-06-07 23:56:14.907394

    		-0.9 ms

  





  

    		2025-06-08 00:56:16.784459

    		1.8 ms

  





  

    		2025-06-08 01:56:18.3033

    		-1.3 ms

  





  

    		2025-06-08 02:56:21.170979

    		-1.5 ms

  





  

    		2025-06-08 03:56:23.14492

    		0.7 ms

  





  

    		2025-06-08 04:56:25.245103

    		0.8 ms

  





  

    		2025-06-08 05:56:26.944323

    		-0.7 ms

  





  

    		2025-06-08 06:56:28.830589

    		1.4 ms

  





  

    		2025-06-08 07:56:30.728508

    		0.0 ms

  





  

    		2025-06-08 08:56:33.492302

    		1.0 ms

  





  

    		2025-06-08 09:56:35.833328

    		1.3 ms

  





  

    		2025-06-08 10:56:38.094499

    		1.0 ms

  





  

    		2025-06-08 11:56:40.485956

    		0.6 ms

  





  

    		2025-06-08 12:56:42.240451

    		1.7 ms

  





  

    		2025-06-08 13:56:44.166025

    		2.8 ms

  





  

    		2025-06-08 14:56:46.34828

    		2.2 ms

  





  

    		2025-06-08 15:56:48.060333

    		-2.5 ms

  





  

    		2025-06-08 16:56:50.610074

    		0.8 ms

  





  

    		2025-06-08 17:56:52.294742

    		0.3 ms

  





  

    		2025-06-08 18:56:54.192235

    		1.5 ms

  





  

    		2025-06-08 19:56:57.361904

    		-0.5 ms

  





  

    		2025-06-08 20:57:00.048468

    		-0.3 ms

  





  

    		2025-06-08 21:57:01.921435

    		0.4 ms

  





  

    		2025-06-08 22:57:05.712767

    		0.0 ms

  





  

    		2025-06-08 23:57:07.48821

    		-1.5 ms

  





  

    		2025-06-09 00:57:09.454255

    		0.9 ms

  





  

    		2025-06-09 01:57:11.285608

    		-0.9 ms

  





  

    		2025-06-09 02:57:12.961974

    		0.2 ms

  





  

    		2025-06-09 03:57:14.675069

    		-0.8 ms

  





  

    		2025-06-09 04:57:16.998877

    		1.0 ms

  





  

    		2025-06-09 05:57:19.099769

    		0.2 ms

  





  

    		2025-06-09 06:57:21.153581

    		4.0 ms

  





  

    		2025-06-09 07:57:22.806764

    		0.8 ms

  





  

    		2025-06-09 08:57:24.353238

    		1.3 ms

  





  

    		2025-06-09 09:57:26.091603

    		1.1 ms

  





  

    		2025-06-09 10:57:28.364142

    		1.5 ms

  





  

    		2025-06-09 11:57:30.426456

    		0.7 ms

  





  

    		2025-06-09 12:57:32.35113

    		1.0 ms

  





  

    		2025-06-09 13:57:34.443705

    		1.0 ms

  





  

    		2025-06-09 14:57:36.530463

    		-0.2 ms

  





  

    		2025-06-09 15:57:38.455359

    		2.4 ms

  





  

    		2025-06-09 16:57:40.805162

    		-0.3 ms

  





  

    		2025-06-09 17:57:43.39103

    		2.2 ms

  





  

    		2025-06-09 18:57:47.320242

    		1.6 ms

  





  

    		2025-06-09 19:57:50.449844

    		-7.2 ms

  





  

    		2025-06-09 20:57:52.505053

    		-7.4 ms

  





  

    		2025-06-09 21:57:54.51942

    		-9.4 ms

  





  

    		2025-06-09 22:57:56.868059

    		-6.7 ms

  





  

    		2025-06-09 23:57:58.717509

    		-1.4 ms

  





  

    		2025-06-10 00:58:00.270089

    		-2.7 ms

  





  

    		2025-06-10 01:58:01.762305

    		-1.1 ms

  





  

    		2025-06-10 02:58:03.225771

    		1.8 ms

  





  

    		2025-06-10 03:58:04.724653

    		1.3 ms

  





  

    		2025-06-10 04:58:06.471045

    		-0.9 ms

  





  

    		2025-06-10 05:58:08.390925

    		-1.1 ms

  





  

    		2025-06-10 06:58:10.091903

    		2.0 ms

  





  

    		2025-06-10 07:58:11.83891

    		1.2 ms

  





  

    		2025-06-10 08:58:13.434317

    		-0.5 ms

  





  

    		2025-06-10 09:58:15.268885

    		-0.9 ms

  





  

    		2025-06-10 10:58:16.790961

    		0.6 ms

  





  

    		2025-06-10 11:58:18.591811

    		1.4 ms

  





  

    		2025-06-10 12:58:21.426985

    		2.2 ms

  





  

    		2025-06-10 13:58:23.046937

    		-0.3 ms

  





  

    		2025-06-10 14:58:25.33317

    		0.9 ms

  





  

    		2025-06-10 15:58:26.793614

    		-1.6 ms

  





  

    		2025-06-10 16:58:28.594853

    		0.3 ms

  





  

    		2025-06-10 17:58:30.954853

    		-1.0 ms

  





  

    		2025-06-10 18:58:34.530509

    		-1.2 ms

  





  

    		2025-06-10 19:58:36.639558

    		-0.3 ms

  





  

    		2025-06-10 20:58:39.041786

    		-1.0 ms

  





  

    		2025-06-10 21:58:41.068392

    		1.1 ms

  





  

    		2025-06-10 22:58:42.627616

    		-1.8 ms

  





  

    		2025-06-10 23:58:44.163829

    		1.2 ms

  





  

    		2025-06-11 00:58:45.816993

    		-1.4 ms

  





  

    		2025-06-11 01:58:47.169175

    		-3.0 ms

  





  

    		2025-06-11 02:58:48.920829

    		-2.4 ms

  





  

    		2025-06-11 03:58:52.047898

    		-2.2 ms

  





  

    		2025-06-11 04:58:54.289944

    		-1.8 ms

  





  

    		2025-06-11 05:58:56.394054

    		0.2 ms

  





  

    		2025-06-11 06:58:59.578542

    		-1.0 ms

  





  

    		2025-06-11 07:59:01.555832

    		1.6 ms

  





  

    		2025-06-11 08:59:03.087005

    		2.3 ms

  





  

    		2025-06-11 09:59:04.8253

    		-0.4 ms

  





  

    		2025-06-11 10:59:07.358987

    		-1.9 ms

  





  

    		2025-06-11 11:59:09.788746

    		-2.7 ms

  





  

    		2025-06-11 12:59:11.210194

    		0.0 ms

  





  

    		2025-06-11 13:59:13.080758

    		0.8 ms

  





  

    		2025-06-11 14:59:14.688925

    		-0.6 ms

  





  

    		2025-06-11 15:59:16.636378

    		-2.2 ms

  





  

    		2025-06-11 16:59:19.489858

    		0.6 ms

  





  

    		2025-06-11 17:59:20.927053

    		2.8 ms

  





  

    		2025-06-11 18:59:22.507718

    		1.8 ms

  





  

    		2025-06-11 19:59:25.02733

    		-2.2 ms

  





  

    		2025-06-11 20:59:27.007262

    		-0.1 ms

  





  

    		2025-06-11 21:59:28.961528

    		-0.7 ms

  





  

    		2025-06-11 22:59:30.751385

    		0.3 ms

  





  

    		2025-06-11 23:59:32.46666

    		0.4 ms

  





  

    		2025-06-12 00:59:34.222824

    		0.3 ms

  





  

    		2025-06-12 01:59:35.6709

    		-2.2 ms

  





  

    		2025-06-12 02:59:37.131632

    		-0.6 ms

  





  

    		2025-06-12 03:59:39.554888

    		1.2 ms

  





  

    		2025-06-12 04:59:41.040573

    		1.6 ms

  





  

    		2025-06-12 05:59:44.238971

    		-0.7 ms

  





  

    		2025-06-12 06:59:45.872171

    		-0.4 ms

  





  

    		2025-06-12 07:59:48.684974

    		-0.3 ms

  





  

    		2025-06-12 08:59:51.060047

    		1.7 ms

  





  

    		2025-06-12 09:59:52.919705

    		1.7 ms

  





  

    		2025-06-12 10:59:55.340592

    		-0.3 ms

  





  

    		2025-06-12 11:59:57.340603

    		0.3 ms

  





  

    		2025-06-12 12:59:58.937742

    		0.7 ms

  





  

    		2025-06-12 14:00:00.701953

    		1.5 ms

  





  

    		2025-06-12 15:00:02.846988

    		-0.2 ms

  





  

    		2025-06-12 16:00:04.606489

    		-1.0 ms

  





  

    		2025-06-12 17:00:06.270993

    		0.6 ms

  





  

    		2025-06-12 18:00:08.839391

    		0.2 ms

  





  

    		2025-06-12 19:00:10.930368

    		0.9 ms

  





  

    		2025-06-12 20:00:12.736328

    		0.0 ms

  





  

    		2025-06-12 21:00:14.570224

    		-1.4 ms

  





  

    		2025-06-12 22:00:16.620892

    		-0.9 ms

  





  

    		2025-06-12 23:00:18.326232

    		-1.0 ms

  





  

    		2025-06-13 00:00:20.580643

    		-3.5 ms

  





  

    		2025-06-13 01:00:22.034581

    		-4.1 ms

  





  

    		2025-06-13 02:00:23.648089

    		-2.7 ms

  





  

    		2025-06-13 03:00:27.214842

    		0.1 ms

  





  

    		2025-06-13 04:00:28.658146

    		1.9 ms

  





  

    		2025-06-13 05:00:31.51027

    		-1.1 ms

  





  

    		2025-06-13 06:00:34.409141

    		-2.1 ms

  





  

    		2025-06-13 07:00:36.072842

    		1.2 ms

  





  

    		2025-06-13 08:00:38.174403

    		1.0 ms

  





  

    		2025-06-13 09:00:39.846456

    		-0.5 ms

  





  

    		2025-06-13 10:00:41.467731

    		-1.3 ms

  





  

    		2025-06-13 11:00:43.017612

    		0.4 ms

  





  

    		2025-06-13 12:00:44.581106

    		0.4 ms

  





  

    		2025-06-13 13:00:46.454153

    		2.4 ms

  





  

    		2025-06-13 14:00:48.603445

    		2.1 ms

  





  

    		2025-06-13 15:00:51.091274

    		0.6 ms

  





  

    		2025-06-13 16:00:52.830445

    		-1.6 ms

  





  

    		2025-06-13 17:00:54.369739

    		-0.7 ms

  





  

    		2025-06-13 18:00:57.963756

    		1.0 ms

  





  

    		2025-06-13 19:00:59.966832

    		0.2 ms

  





  

    		2025-06-13 20:01:01.505062

    		1.5 ms

  





  

    		2025-06-13 21:01:03.436648

    		0.4 ms

  





  

    		2025-06-13 22:01:05.212071

    		-0.3 ms

  





  

    		2025-06-13 23:01:06.837694

    		-0.1 ms

  





  

    		2025-06-14 00:01:09.871493

    		-0.9 ms

  





  

    		2025-06-14 01:01:11.666624

    		-2.2 ms

  





  

    		2025-06-14 02:01:13.18708

    		-1.4 ms

  





  

    		2025-06-14 03:01:14.82647

    		0.9 ms

  





  

    		2025-06-14 04:01:16.330491

    		2.2 ms

  





  

    		2025-06-14 05:01:20.434054

    		-0.7 ms

  





  

    		2025-06-14 06:01:22.920523

    		0.5 ms

  





  

    		2025-06-14 07:01:25.047443

    		0.1 ms

  





  

    		2025-06-14 08:01:27.821959

    		-0.3 ms

  





  

    		2025-06-14 09:01:29.644612

    		1.3 ms

  





  

    		2025-06-14 10:01:31.401727

    		0.8 ms

  





  

    		2025-06-14 11:01:33.243791

    		0.7 ms

  





  

    		2025-06-14 12:01:36.376017

    		0.4 ms

  





  

    		2025-06-14 13:01:38.399422

    		1.1 ms

  





  

    		2025-06-14 14:01:40.195834

    		-0.3 ms

  





  

    		2025-06-14 15:01:42.131486

    		0.4 ms

  





  

    		2025-06-14 16:01:45.471582

    		-11.4 ms

  





  

    		2025-06-14 17:01:48.504118

    		-2.2 ms

  





  

    		2025-06-14 18:01:51.347845

    		-0.4 ms

  





  

    		2025-06-14 19:01:53.959679

    		-0.5 ms

  





  

    		2025-06-14 20:01:56.069601

    		-0.7 ms

  





  

    		2025-06-14 21:01:57.938461

    		-0.9 ms

  





  

    		2025-06-14 22:02:01.467539

    		-1.0 ms

  





  

    		2025-06-14 23:02:02.992105

    		-2.2 ms

  





  

    		2025-06-15 00:02:04.626736

    		-1.6 ms

  





  

    		2025-06-15 01:02:06.442196

    		-1.1 ms

  





  

    		2025-06-15 02:02:08.441865

    		0.0 ms

  





  

    		2025-06-15 03:02:10.124016

    		-0.9 ms

  





  

    		2025-06-15 04:02:11.72713

    		-1.4 ms

  





  

    		2025-06-15 05:02:13.434299

    		-0.3 ms

  





  

    		2025-06-15 06:02:15.977112

    		-0.9 ms

  





  

    		2025-06-15 07:02:18.562245

    		-0.1 ms

  





  

    		2025-06-15 08:02:22.031101

    		0.1 ms

  





  

    		2025-06-15 09:02:24.789097

    		-0.2 ms

  





  

    		2025-06-15 10:02:27.266674

    		-1.0 ms

  





  

    		2025-06-15 11:02:28.744774

    		-1.1 ms

  





  

    		2025-06-15 12:02:30.242653

    		-2.2 ms

  





  

    		2025-06-15 13:02:32.32462

    		-1.9 ms

  





  

    		2025-06-15 14:02:34.027929

    		-1.0 ms

  





  

    		2025-06-15 15:02:35.676946

    		0.8 ms

  





  

    		2025-06-15 16:02:37.200862

    		-3.3 ms

  





  

    		2025-06-15 17:02:39.548564

    		-2.3 ms

  





  

    		2025-06-15 18:02:41.850709

    		-1.0 ms

  





  

    		2025-06-15 19:02:43.911204

    		0.6 ms

  





  

    		2025-06-15 20:02:46.007138

    		-0.4 ms

  





  

    		2025-06-15 21:02:48.161882

    		-0.3 ms

  





  

    		2025-06-15 22:02:51.163772

    		-0.9 ms

  





  

    		2025-06-15 23:02:52.957388

    		-0.7 ms

  





  

    		2025-06-16 00:02:55.083575

    		-1.5 ms

  





  

    		2025-06-16 01:02:56.862429

    		-1.5 ms

  





  

    		2025-06-16 02:02:58.735231

    		-1.4 ms

  





  

    		2025-06-16 03:03:00.589084

    		-0.2 ms

  





  

    		2025-06-16 04:03:03.388996

    		0.6 ms

  





  

    		2025-06-16 05:03:05.334767

    		0.2 ms

  





  

    		2025-06-16 06:03:07.318755

    		0.3 ms

  





  

    		2025-06-16 07:03:10.563232

    		0.8 ms

  





  

    		2025-06-16 08:03:12.639014

    		1.1 ms

  





  

    		2025-06-16 09:03:14.588071

    		1.0 ms

  





  

    		2025-06-16 10:03:16.344634

    		2.0 ms

  





  

    		2025-06-16 11:03:17.833721

    		0.1 ms

  





  

    		2025-06-16 12:03:19.671002

    		-0.5 ms

  





  

    		2025-06-16 13:03:21.268263

    		0.8 ms

  





  

    		2025-06-16 14:03:23.573463

    		1.4 ms

  





  

    		2025-06-16 15:03:25.167502

    		1.4 ms

  





  

    		2025-06-16 16:03:27.775303

    		2.4 ms

  





  

    		2025-06-16 17:03:29.615497

    		-2.0 ms

  





  

    		2025-06-16 18:03:31.279269

    		-1.2 ms

  





  

    		2025-06-16 19:03:33.211996

    		-1.2 ms

  





  

    		2025-06-16 20:03:35.028263

    		-1.5 ms

  





  

    		2025-06-16 21:03:37.866903

    		0.3 ms

  





  

    		2025-06-16 22:03:39.730016

    		-0.9 ms

  





  

    		2025-06-16 23:03:41.547941

    		-2.1 ms

  





  

    		2025-06-17 00:03:43.208898

    		-1.3 ms

  





  

    		2025-06-17 01:03:44.685619

    		-3.9 ms

  





  

    		2025-06-17 02:03:46.365611

    		-2.4 ms

  





  

    		2025-06-17 03:03:50.657447

    		0.9 ms

  





  

    		2025-06-17 04:03:52.36763

    		0.1 ms

  





  

    		2025-06-17 05:03:54.264785

    		0.2 ms

  





  

    		2025-06-17 06:03:55.751753

    		0.8 ms

  





  

    		2025-06-17 07:03:57.470527

    		2.0 ms

  





  

    		2025-06-17 08:03:59.208537

    		0.9 ms

  





  

    		2025-06-17 09:04:01.007627

    		1.2 ms

  





  

    		2025-06-17 10:04:03.367389

    		-0.6 ms

  





  

    		2025-06-17 11:04:05.071644

    		-0.7 ms

  





  

    		2025-06-17 12:04:07.50155

    		1.3 ms

  





  

    		2025-06-17 13:04:09.357707

    		-1.1 ms

  





  

    		2025-06-17 14:04:11.545686

    		-1.4 ms

  





  

    		2025-06-17 15:04:12.979354

    		0.6 ms

  





  

    		2025-06-17 16:04:15.057866

    		-0.1 ms

  





  

    		2025-06-17 17:04:17.675249

    		-0.1 ms

  





  

    		2025-06-17 18:04:20.023969

    		-0.8 ms

  





  

    		2025-06-17 19:04:22.607999

    		-0.5 ms

  





  

    		2025-06-17 20:04:25.667912

    		3.0 ms

  





  

    		2025-06-17 21:04:27.683114

    		0.8 ms

  





  

    		2025-06-17 22:04:30.750315

    		-0.6 ms

  





  

    		2025-06-17 23:04:33.1126

    		-1.4 ms

  





  

    		2025-06-18 00:04:34.60385

    		-0.2 ms

  





  

    		2025-06-18 01:04:37.339995

    		-1.0 ms

  





  

    		2025-06-18 02:04:39.116731

    		-3.2 ms

  





  

    		2025-06-18 03:04:42.214583

    		-1.9 ms

  





  

    		2025-06-18 04:04:43.699863

    		-1.3 ms

  





  

    		2025-06-18 05:04:45.359877

    		1.0 ms

  





  

    		2025-06-18 06:04:46.895517

    		0.8 ms

  





  

    		2025-06-18 07:04:48.32691

    		1.8 ms

  





  

    		2025-06-18 08:04:50.092169

    		-0.2 ms

  





  

    		2025-06-18 09:04:51.965118

    		-0.2 ms

  





  

    		2025-06-18 10:04:53.975388

    		1.1 ms

  





  

    		2025-06-18 11:04:55.37986

    		0.7 ms

  





  

    		2025-06-18 12:04:56.930601

    		2.0 ms

  





  

    		2025-06-18 13:04:58.679526

    		0.8 ms

  





  

    		2025-06-18 14:05:00.245071

    		-1.1 ms

  





  

    		2025-06-18 15:05:01.947978

    		1.3 ms

  





  

    		2025-06-18 16:05:03.904627

    		-1.0 ms

  





  

    		2025-06-18 17:05:06.237222

    		-0.9 ms

  





  

    		2025-06-18 18:05:07.972702

    		1.6 ms

  





  

    		2025-06-18 19:05:10.320339

    		0.9 ms

  





  

    		2025-06-18 20:05:12.191364

    		0.3 ms

  





  

    		2025-06-18 21:05:15.249637

    		0.1 ms

  





  

    		2025-06-18 22:05:16.861586

    		-0.3 ms

  





  

    		2025-06-18 23:05:18.837082

    		-1.0 ms

  





  

    		2025-06-19 00:05:20.302492

    		-7.7 ms

  





  

    		2025-06-19 01:05:21.715574

    		-5.7 ms

  





  

    		2025-06-19 02:05:23.498974

    		-0.5 ms

  





  

    		2025-06-19 03:05:26.091053

    		0.9 ms

  





  

    		2025-06-19 04:05:27.908385

    		-0.2 ms

  





  

    		2025-06-19 05:05:29.801052

    		-0.6 ms

  





  

    		2025-06-19 06:05:33.176059

    		1.4 ms

  





  

    		2025-06-19 07:05:36.427849

    		-0.4 ms

  





  

    		2025-06-19 08:05:37.976903

    		-3.8 ms

  





  

    		2025-06-19 09:05:39.818825

    		0.0 ms

  





  

    		2025-06-19 10:05:41.73474

    		0.7 ms

  





  

    		2025-06-19 11:05:43.796167

    		1.7 ms

  





  

    		2025-06-19 12:05:45.458097

    		0.3 ms

  





  

    		2025-06-19 13:05:47.171747

    		-0.2 ms

  





  

    		2025-06-19 14:05:48.698787

    		-0.6 ms

  





  

    		2025-06-19 15:05:50.454143

    		0.0 ms

  





  

    		2025-06-19 16:05:52.591982

    		-0.3 ms

  





  

    		2025-06-19 17:05:55.187743

    		-0.4 ms

  





  

    		2025-06-19 18:05:56.895284

    		1.7 ms

  





  

    		2025-06-19 19:05:58.778522

    		3.0 ms

  





  

    		2025-06-19 20:06:01.003336

    		3.0 ms

  





  

    		2025-06-19 21:06:02.860143

    		1.1 ms

  





  

    		2025-06-19 22:06:04.360632

    		0.7 ms

  





  

    		2025-06-19 23:06:06.243482

    		0.1 ms

  





  

    		2025-06-20 00:06:08.372836

    		-2.1 ms

  





  

    		2025-06-20 01:06:10.018065

    		-1.8 ms

  





  

    		2025-06-20 02:06:11.908509

    		-4.8 ms

  





  

    		2025-06-20 03:06:13.82242

    		0.1 ms

  





  

    		2025-06-20 04:06:15.741913

    		1.2 ms

  





  

    		2025-06-20 05:06:18.005657

    		1.1 ms

  





  

    		2025-06-20 06:06:19.490514

    		1.3 ms

  





  

    		2025-06-20 07:06:21.328814

    		0.5 ms

  





  

    		2025-06-20 08:06:23.588595

    		2.0 ms

  





  

    		2025-06-20 09:06:25.794205

    		1.8 ms

  





  

    		2025-06-20 10:06:27.634578

    		-0.5 ms

  





  

    		2025-06-20 11:06:29.680307

    		-0.6 ms

  





  

    		2025-06-20 12:06:31.713167

    		0.2 ms

  





  

    		2025-06-20 13:06:33.621037

    		-1.3 ms

  





  

    		2025-06-20 14:06:35.336795

    		0.9 ms

  





  

    		2025-06-20 15:06:37.906179

    		-1.1 ms

  





  

    		2025-06-20 16:06:39.833408

    		0.6 ms

  





  

    		2025-06-20 17:06:41.889376

    		6.2 ms

  





  

    		2025-06-20 18:06:44.633898

    		7.4 ms

  





  

    		2025-06-20 19:06:46.784741

    		6.3 ms

  





  

    		2025-06-20 20:06:48.850266

    		-2.0 ms

  





  

    		2025-06-20 21:06:50.975066

    		2.2 ms

  





  

    		2025-06-20 22:06:52.493494

    		3.2 ms

  





  

    		2025-06-20 23:06:54.220536

    		0.8 ms

  





  

    		2025-06-21 00:06:56.017065

    		-1.6 ms

  





  

    		2025-06-21 01:06:57.47656

    		-0.3 ms

  





  

    		2025-06-21 02:06:59.005003

    		-1.7 ms

  





  

    		2025-06-21 03:07:00.692084

    		-0.2 ms

  





  

    		2025-06-21 04:07:02.413021

    		-0.1 ms

  





  

    		2025-06-21 05:07:04.730639

    		0.7 ms

  





  

    		2025-06-21 06:07:08.64541

    		1.6 ms

  





  

    		2025-06-21 07:07:10.447739

    		-0.5 ms

  





  

    		2025-06-21 08:07:13.143385

    		-0.7 ms

  





  

    		2025-06-21 09:07:14.884867

    		0.2 ms

  





  

    		2025-06-21 10:07:16.440296

    		3.0 ms

  





  

    		2025-06-21 11:07:18.437547

    		2.7 ms

  





  

    		2025-06-21 12:07:20.221598

    		-0.9 ms

  





  

    		2025-06-21 13:07:22.227613

    		1.4 ms

  





  

    		2025-06-21 14:07:23.99988

    		2.0 ms

  





  

    		2025-06-21 15:07:27.075159

    		-1.0 ms

  





  

    		2025-06-21 16:07:29.650834

    		1.3 ms

  





  

    		2025-06-21 17:07:31.511208

    		0.2 ms

  





  

    		2025-06-21 18:07:33.436

    		0.6 ms

  





  

    		2025-06-21 19:07:35.268497

    		0.4 ms

  





  

    		2025-06-21 20:07:37.066616

    		-1.4 ms

  





  

    		2025-06-21 21:07:38.73995

    		-0.5 ms

  





  

    		2025-06-21 22:07:40.208499

    		0.2 ms

  





  

    		2025-06-21 23:07:42.182531

    		-2.4 ms

  





  

    		2025-06-22 00:07:45.222705

    		-0.3 ms

  





  

    		2025-06-22 01:07:46.782263

    		0.4 ms

  





  

    		2025-06-22 02:07:48.348435

    		-0.1 ms

  





  

    		2025-06-22 03:07:49.932677

    		-0.3 ms

  





  

    		2025-06-22 04:07:51.694182

    		0.0 ms

  





  

    		2025-06-22 05:07:53.242369

    		-0.5 ms

  





  

    		2025-06-22 06:07:55.38981

    		0.6 ms

  





  

    		2025-06-22 07:07:57.210383

    		0.5 ms

  





  

    		2025-06-22 08:07:59.90285

    		0.5 ms

  





  

    		2025-06-22 09:08:01.773641

    		1.2 ms

  





  

    		2025-06-22 10:08:04.151865

    		0.8 ms

  





  

    		2025-06-22 11:08:06.074143

    		1.2 ms

  





  

    		2025-06-22 12:08:07.881595

    		1.3 ms

  





  

    		2025-06-22 13:08:10.286952

    		2.2 ms

  





  

    		2025-06-22 14:08:12.422257

    		0.2 ms

  





  

    		2025-06-22 15:08:15.955633

    		0.5 ms

  





  

    		2025-06-22 16:08:18.04599

    		1.0 ms

  





  

    		2025-06-22 17:08:20.206398

    		0.1 ms

  





  

    		2025-06-22 18:08:22.848689

    		-0.1 ms

  





  

    		2025-06-22 19:08:24.576704

    		0.1 ms

  





  

    		2025-06-22 20:08:27.732525

    		1.0 ms

  





  

    		2025-06-22 21:08:29.965926

    		0.5 ms

  





  

    		2025-06-22 22:08:33.299924

    		1.9 ms

  





  

    		2025-06-22 23:08:35.457631

    		1.5 ms

  





  

    		2025-06-23 00:08:37.043207

    		-0.8 ms

  





  

    		2025-06-23 01:08:39.392943

    		-1.6 ms

  





  

    		2025-06-23 02:08:42.891544

    		-2.7 ms

  





  

    		2025-06-23 03:08:44.888224

    		-0.8 ms

  





  

    		2025-06-23 04:08:46.510408

    		0.6 ms

  





  

    		2025-06-23 05:08:48.374463

    		0.0 ms

  





  

    		2025-06-23 06:08:50.249062

    		-0.8 ms

  





  

    		2025-06-23 07:08:52.397526

    		1.9 ms

  





  

    		2025-06-23 08:08:53.966752

    		-0.6 ms

  





  

    		2025-06-23 09:08:55.495217

    		0.5 ms

  





  

    		2025-06-23 10:08:57.684603

    		0.9 ms

  





  

    		2025-06-23 11:08:59.42881

    		0.2 ms

  





  

    		2025-06-23 12:09:02.212054

    		-0.1 ms

  





  

    		2025-06-23 13:09:04.290372

    		0.4 ms

  





  

    		2025-06-23 14:09:05.956256

    		0.5 ms

  





  

    		2025-06-23 15:09:07.450016

    		0.3 ms

  





  

    		2025-06-23 16:09:09.210595

    		-1.1 ms

  





  

    		2025-06-23 17:09:11.317038

    		0.3 ms

  





  

    		2025-06-23 18:09:13.499231

    		2.7 ms

  





  

    		2025-06-23 19:09:16.067399

    		-0.7 ms

  





  

    		2025-06-23 20:09:18.423163

    		-0.2 ms

  





  

    		2025-06-23 21:09:21.023737

    		0.4 ms

  





  

    		2025-06-23 22:09:22.808242

    		0.1 ms

  





  

    		2025-06-23 23:09:24.581765

    		1.1 ms

  





  

    		2025-06-24 00:09:26.089419

    		0.5 ms

  





  

    		2025-06-24 01:09:27.678518

    		0.6 ms

  





  

    		2025-06-24 02:09:31.67242

    		2.1 ms

  





  

    		2025-06-24 03:09:33.651899

    		1.6 ms

  





  

    		2025-06-24 04:09:35.386858

    		1.3 ms

  





  

    		2025-06-24 05:09:36.976056

    		0.4 ms

  





  

    		2025-06-24 06:09:39.646841

    		2.6 ms

  





  

    		2025-06-24 07:09:41.652411

    		0.0 ms

  





  

    		2025-06-24 08:09:43.886231

    		0.6 ms

  





  

    		2025-06-24 09:09:45.299923

    		1.0 ms

  





  

    		2025-06-24 10:09:47.031123

    		1.8 ms

  





  

    		2025-06-24 11:09:48.92951

    		-0.1 ms

  





  

    		2025-06-24 12:09:50.62823

    		0.2 ms

  





  

    		2025-06-24 13:09:52.652784

    		1.3 ms

  





  

    		2025-06-24 14:09:54.139748

    		-0.2 ms

  





  

    		2025-06-24 15:09:55.993771

    		-1.0 ms

  





  

    		2025-06-24 16:09:57.626385

    		-0.4 ms

  





  

    		2025-06-24 17:09:59.422276

    		0.3 ms

  





  

    		2025-06-24 18:10:01.643554

    		0.6 ms

  





  

    		2025-06-24 19:10:03.210583

    		0.5 ms

  





  

    		2025-06-24 20:10:05.847478

    		-1.0 ms

  





  

    		2025-06-24 21:10:08.543557

    		0.1 ms

  





  

    		2025-06-24 22:10:10.269844

    		0.9 ms

  





  

    		2025-06-24 23:10:12.275729

    		0.4 ms

  





  

    		2025-06-25 00:10:14.29358

    		-0.8 ms

  





  

    		2025-06-25 01:10:16.11148

    		-1.8 ms

  





  

    		2025-06-25 02:10:18.071943

    		-1.0 ms

  





  

    		2025-06-25 03:10:19.746427

    		-0.8 ms

  





  

    		2025-06-25 04:10:21.712192

    		-0.4 ms

  





  

    		2025-06-25 05:10:24.521525

    		1.3 ms

  





  

    		2025-06-25 06:10:26.835468

    		1.6 ms

  





  

    		2025-06-25 07:10:28.831713

    		0.2 ms

  





  

    		2025-06-25 08:10:30.867978

    		0.8 ms

  





  

    		2025-06-25 09:10:32.582839

    		1.3 ms

  





  

    		2025-06-25 10:10:34.349834

    		1.2 ms

  





  

    		2025-06-25 11:10:36.544185

    		0.3 ms

  





  

    		2025-06-25 12:10:38.276616

    		-0.6 ms

  





  

    		2025-06-25 13:10:40.05491

    		2.1 ms

  





  

    		2025-06-25 14:10:41.770092

    		0.2 ms

  





  

    		2025-06-25 15:10:43.307568

    		-0.2 ms

  





  

    		2025-06-25 16:10:45.776255

    		0.8 ms

  





  

    		2025-06-25 17:10:47.623812

    		-0.8 ms

  





  

    		2025-06-25 18:10:49.404575

    		-0.4 ms

  





  

    		2025-06-25 19:10:52.960908

    		-0.2 ms

  





  

    		2025-06-25 20:10:56.616049

    		1.3 ms

  





  

    		2025-06-25 21:10:58.86448

    		-0.4 ms

  





  

    		2025-06-25 22:11:00.708762

    		-0.3 ms

  





  

    		2025-06-25 23:11:02.274381

    		-0.8 ms

  





  

    		2025-06-26 00:11:04.206646

    		-1.7 ms

  





  

    		2025-06-26 01:11:06.510864

    		-0.1 ms

  





  

    		2025-06-26 02:11:08.21882

    		0.6 ms

  





  

    		2025-06-26 03:11:09.936989

    		-0.5 ms

  





  

    		2025-06-26 04:11:11.758607

    		0.3 ms

  





  

    		2025-06-26 05:11:13.708053

    		-0.2 ms

  





  

    		2025-06-26 06:11:15.971095

    		0.6 ms

  





  

    		2025-06-26 07:11:18.89546

    		0.1 ms

  





  

    		2025-06-26 08:11:20.822362

    		0.7 ms

  





  

    		2025-06-26 09:11:22.901727

    		-0.7 ms

  





  

    		2025-06-26 10:11:25.656979

    		0.8 ms

  





  

    		2025-06-26 11:11:27.686791

    		-0.2 ms

  





  

    		2025-06-26 12:11:29.50496

    		3.5 ms

  





  

    		2025-06-26 13:11:31.092303

    		-0.9 ms

  





  

    		2025-06-26 14:11:33.087642

    		-0.3 ms

  





  

    		2025-06-26 15:11:34.917434

    		-0.1 ms

  





  

    		2025-06-26 16:11:37.692478

    		-0.2 ms

  





  

    		2025-06-26 17:11:40.987105

    		0.3 ms

  





  

    		2025-06-26 18:11:42.933929

    		0.2 ms

  





  

    		2025-06-26 19:11:45.086507

    		-1.5 ms

  





  

    		2025-06-26 20:11:47.172976

    		-1.7 ms

  





  

    		2025-06-26 21:11:48.899008

    		-0.2 ms

  





  

    		2025-06-26 22:11:50.636893

    		-0.5 ms

  





  

    		2025-06-26 23:11:52.291528

    		-0.3 ms

  





  

    		2025-06-27 00:11:53.84408

    		-0.7 ms

  





  

    		2025-06-27 01:11:55.633162

    		-1.9 ms

  





  

    		2025-06-27 02:11:57.271727

    		-2.2 ms

  





  

    		2025-06-27 03:11:59.605147

    		-0.5 ms

  





  

    		2025-06-27 04:12:01.612271

    		-0.4 ms

  





  

    		2025-06-27 05:12:03.705689

    		-0.1 ms

  





  

    		2025-06-27 06:12:06.017953

    		0.6 ms

  





  

    		2025-06-27 07:12:08.909708

    		0.7 ms

  





  

    		2025-06-27 08:12:10.423335

    		-0.1 ms

  





  

    		2025-06-27 09:12:12.191473

    		2.8 ms

  





  

    		2025-06-27 10:12:14.843305

    		0.0 ms

  





  

    		2025-06-27 11:12:16.392186

    		0.8 ms

  





  

    		2025-06-27 12:12:18.380523

    		1.5 ms

  





  

    		2025-06-27 13:12:21.08615

    		-0.3 ms

  





  

    		2025-06-27 14:12:24.154977

    		0.1 ms

  





  

    		2025-06-27 15:12:25.76303

    		0.6 ms

  





  

    		2025-06-27 16:12:28.304227

    		1.2 ms

  





  

    		2025-06-27 17:12:31.579673

    		0.6 ms

  





  

    		2025-06-27 18:12:33.253691

    		0.2 ms

  





  

    		2025-06-27 19:12:35.252695

    		0.1 ms

  





  

    		2025-06-27 20:12:36.769582

    		0.1 ms

  





  

    		2025-06-27 21:12:38.765736

    		9.7 ms

  





  

    		2025-06-27 22:12:41.082812

    		1.7 ms

  





  

    		2025-06-27 23:12:43.266558

    		1.3 ms

  





  

    		2025-06-28 00:12:45.35662

    		1.5 ms

  





  

    		2025-06-28 01:12:47.089722

    		-0.2 ms

  





  

    		2025-06-28 02:12:48.67794

    		-1.0 ms

  





  

    		2025-06-28 03:12:50.317429

    		-0.8 ms

  





  

    		2025-06-28 04:12:51.751287

    		-1.3 ms

  





  

    		2025-06-28 05:12:53.541818

    		-0.7 ms

  





  

    		2025-06-28 06:12:56.320987

    		0.8 ms

  





  

    		2025-06-28 07:12:58.380107

    		1.8 ms

  





  

    		2025-06-28 08:13:01.292412

    		0.9 ms

  





  

    		2025-06-28 09:13:02.967815

    		1.4 ms

  





  

    		2025-06-28 10:13:04.538725

    		0.9 ms

  





  

    		2025-06-28 11:13:06.020467

    		0.4 ms

  





  

    		2025-06-28 12:13:07.616722

    		-0.1 ms

  





  

    		2025-06-28 13:13:10.659929

    		-1.2 ms

  





  

    		2025-06-28 14:13:13.303238

    		1.4 ms

  





  

    		2025-06-28 15:13:14.849782

    		0.6 ms

  





  

    		2025-06-28 16:13:17.221083

    		0.2 ms

  





  

    		2025-06-28 17:13:19.36053

    		-1.6 ms

  





  

    		2025-06-28 18:13:22.333298

    		-0.2 ms

  





  

    		2025-06-28 19:13:25.436303

    		0.1 ms

  





  

    		2025-06-28 20:13:28.137851

    		-0.4 ms

  





  

    		2025-06-28 21:13:30.231647

    		0.6 ms

  





  

    		2025-06-28 22:13:31.715503

    		0.0 ms

  





  

    		2025-06-28 23:13:33.109087

    		-1.8 ms

  





  

    		2025-06-29 00:13:34.980614

    		0.0 ms

  





  

    		2025-06-29 01:13:36.488498

    		0.0 ms

  





  

    		2025-06-29 02:13:38.361577

    		0.0 ms

  





  

    		2025-06-29 03:13:39.85401

    		0.8 ms

  





  

    		2025-06-29 04:13:41.815389

    		-0.9 ms

  





  

    		2025-06-29 05:13:43.416717

    		-1.1 ms

  





  

    		2025-06-29 06:13:46.129212

    		1.8 ms

  





  

    		2025-06-29 07:13:47.815543

    		0.4 ms

  





  

    		2025-06-29 08:13:49.348308

    		1.0 ms

  





  

    		2025-06-29 09:13:50.922782

    		1.0 ms

  





  

    		2025-06-29 10:13:53.029295

    		0.5 ms

  





  

    		2025-06-29 11:13:55.064411

    		0.6 ms

  





  

    		2025-06-29 12:13:56.875343

    		1.7 ms

  





  

    		2025-06-29 13:13:58.302886

    		0.0 ms

  





  

    		2025-06-29 14:14:00.391229

    		0.8 ms

  





  

    		2025-06-29 15:14:02.841357

    		1.9 ms

  





  

    		2025-06-29 16:14:04.882342

    		-0.8 ms

  





  

    		2025-06-29 17:14:07.185172

    		0.6 ms

  





  

    		2025-06-29 18:14:09.35736

    		-1.1 ms

  





  

    		2025-06-29 19:14:13.41564

    		0.1 ms

  





  

    		2025-06-29 20:14:15.222228

    		-0.5 ms

  





  

    		2025-06-29 21:14:17.88576

    		-0.9 ms

  





  

    		2025-06-29 22:14:19.748578

    		-2.4 ms

  





  

    		2025-06-29 23:14:21.202641

    		-3.8 ms

  





  

    		2025-06-30 00:14:22.812132

    		-0.5 ms

  





  

    		2025-06-30 01:14:25.210075

    		-0.2 ms

  





  

    		2025-06-30 02:14:26.930545

    		-0.6 ms

  





  

    		2025-06-30 03:14:29.088628

    		-0.4 ms

  





  

    		2025-06-30 04:14:30.550636

    		-0.1 ms

  





  

    		2025-06-30 05:14:32.956743

    		-1.0 ms

  





  

    		2025-06-30 06:14:36.038391

    		0.2 ms

  





  

    		2025-06-30 07:14:37.475159

    		1.5 ms

  





  

    		2025-06-30 08:14:39.217929

    		0.7 ms

  





  

    		2025-06-30 09:14:40.814754

    		0.7 ms

  





  

    		2025-06-30 10:14:43.213171

    		0.0 ms

  





  

    		2025-06-30 11:14:45.175753

    		1.2 ms

  





  

    		2025-06-30 12:14:46.828504

    		-0.2 ms

  





  

    		2025-06-30 13:14:49.166108

    		1.2 ms

  





  

    		2025-06-30 14:14:50.675931

    		-0.3 ms

  





  

    		2025-06-30 15:14:52.455706

    		0.7 ms

  





  

    		2025-06-30 16:14:55.064397

    		0.0 ms

  





  

    		2025-06-30 17:14:56.851727

    		1.3 ms

  





  

    		2025-06-30 18:14:59.085732

    		-0.2 ms

  





  

    		2025-06-30 19:15:00.700653

    		-3.3 ms

  





  

    		2025-06-30 20:15:03.265991

    		-0.6 ms

  





  

    		2025-06-30 21:15:04.977382

    		-0.4 ms

  





  

    		2025-06-30 22:15:06.676511

    		-0.6 ms

  





  

    		2025-06-30 23:15:08.402143

    		-0.9 ms

  





  

    		2025-07-01 00:15:10.165654

    		-0.3 ms

  





  

    		2025-07-01 01:15:11.624477

    		-0.4 ms

  





  

    		2025-07-01 02:15:14.598471

    		-0.7 ms

  





  

    		2025-07-01 03:15:16.210407

    		-0.3 ms

  





  

    		2025-07-01 04:15:17.677942

    		-0.4 ms

  





  

    		2025-07-01 05:15:19.67922

    		-0.6 ms

  





  

    		2025-07-01 06:15:21.248143

    		0.1 ms

  





  

    		2025-07-01 07:15:23.749247

    		0.7 ms

  





  

    		2025-07-01 08:15:26.10437

    		-1.4 ms

  





  

    		2025-07-01 09:15:27.987056

    		0.8 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-07-01 07:58:53.54 UTC

    		178.232.165.40

    		Sondre K. Steigen (SKS2) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-07-01 07:59:05.998 UTC

    		178.232.165.40

    		Sondre K. Steigen (SKS2) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-06-19 09:43:59 UTC.

  

  

    		2025-07-01 08:20:31.779 UTC

    		88.88.32.136

    		Per Stian Magnerud Larsen (PSML) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-07-01 08:20:39.501 UTC

    		88.88.32.136

    		Per Stian Magnerud Larsen (PSML) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-06-19 09:43:59 UTC.

  

  

    		2025-07-01 10:03:45.237 UTC

    		89.8.131.245

    		Sigurd Wathne (SW) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-07-01 10:05:17.738 UTC

    		89.8.131.245

    		Sigurd Wathne (SW) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-06-19 09:43:59 UTC.

  









